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Scope
The present deliverable is part of the CARISMAND project (Culture And RISk management in Manmade and Natural Disasters), which has received funding from the European Union’s Horizon
2020 research and innovation programme under grant agreement No. 653748. The CARISMAND
project’s goal is to explore, thanks to a multidisciplinary approach, existing gaps and opportunities
for improvement of disaster policies and procedures and to develop a comprehensive toolkit
which will allow professional as well as voluntary disaster managers to adopt culturally –aware
everyday practices.
According to the description of work, within CARISMAND project, WP3 is aiming at understanding
the use of technologies by citizens from disaster preparation to disaster recovery. Attention is
also paid to the way these technologies are adopted or not by different groups in the population,
the influence of cultural factors in this context and to the ways for professionals to make better
use of these technologies in disaster mitigation. After having explored (in Deliverable 3.1 “Report
on technologies use and cultural factors”) how cultural factors influence the adoption and use of
diverse technologies during all phases of disaster management, we will focus in the present
deliverable on best and emerging practices.
The document will respond to three main objectives. First, we will identify best and emerging
practices relating to technologies that meet citizens’ needs during all phases of disaster cycle. We
will also describe how to encourage large-scale adoption. Finally, conclusions about how to adapt
these practices to the needs of different cultural groups and different types of hazards will be
made.
Some of these best practices have already been implemented and tested in the LastQuake mobile
application. This implementation is described in details in deliverable 3.3a “Initial report on the
impact of best practices prototype implementation”.
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Executive Summary
Technologies and the way they are used by individuals and organisations for disaster
management purposes keep evolving at a fast pace. Thus, identifying and monitoring best and
emerging practices contributes to better understand technology uses and provide
recommendations to all stakeholders involved, from disaster managers to citizens, including also
tech companies and authorities.
Technologies are efficiently used during all phases of the disaster management cycle. Drones,
Virtual Reality, video games or social media are fantastic tools to make preparedness more
attractive to citizens. Innovations linked to mapping also contribute to engage the citizens in the
mitigation process. Technology education can also raise citizens’ awareness on how to use their
devices and social media in time of crisis. Citizens were indeed found to learn a lot from good
practices drawn from similar cultures. During the response phase, citizens mostly use the tools
they are familiar with, which is why large tech companies play an important role as they gather
large communities and have the power to organize them. Facebook, Google, Waze or Airbnb are
thus engaging in the disaster response, adapting their tools and developing new features to
better meet the needs of their communities of users. As companies, their commitments serve
both business and humanitarian purposes, which is not neutral and should be considered. A wide
range of needs can be met during the response phase through digital tools, from early detection
and alerts to information and emotional needs. Technologies can also ease organizing and
communicating about the ongoing situation, shelter, essential goods provisioning or evacuations.
Finally, during the recovery phase, technologies were found to facilitate and increase donations,
but also to make cash transfer more efficient. Data issued from digital tools can also help better
understand how the crisis was handled, identify best practices and improve them for future
events.
All the technological tools used during a disaster belong to a broader ecosystem made of the
stakeholders (users, large and small tech companies, volunteers, disaster managers, authorities,
NGOs etc.), of the other technologies and of the uses of these technologies, which are highly
cultural. All the elements of this ecosystem must be taken into account to improve the existing
tools and, if necessary, create new ones. This will enable to adapt these best practices to the
needs of different cultural groups and different types of hazards. Within the ecosystem it is thus
recommended that partnerships are made to enhance cooperation between disaster managers,
authorities, media and tech companies without forgetting citizens whose initiatives are valuable.
It is also crucial for disaster managers to assess the technological culture of local population.
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Introduction
Crisis management is recently turning to a new paradigm with the multiplication of involved
stakeholders. According to Ait Ouarab-Bouaouli (2008), crisis management was institutionalised
as of the XIXth Century, especially in the Western world. From then on, the responsibility of public
safety has relied mostly and massively on key professionals, with citizens being mostly passive
and considered as “victims”. However, she argues that criticisms of this institutionalisation have
appeared, with regards to asking for more respect towards cultural differences, and that
technologies are now used by citizens to empower themselves regarding disasters1.
Technologies have always been used during disasters. Back in 1906, in the aftermath of San
Francisco earthquake, some people were taking pictures in the streets, sometimes even posing
in front of the ongoing fire such as the two ladies on Figure 1. Just like people would now take
pictures or selfies with their smartphones to document and share with their friends, people were
using the technology that was available to them.

Figure 1 Picture of the 1906 earthquake in San Francisco.
Source:http://www.ronhenggeler.com/Newsletters/2016/4.18/Newsletter.html

1

This is further developed in CARISMAND D7.1 “Report on literature review”
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What is new is that technologies are now widespread, have new features and are always with us,
which has proven crucial for disaster management. With technologies, not only citizens have
taken a more important role in disaster management, but large technology companies have also
done so. They are willing to help, both for humanitarian and business reasons2. As a result, the
ecosystem of technologies in disaster management has become more and more complex with a
variety of actors designing and using different tools, for different purposes. There is a clear need
for cooperation between these actors, especially in order to understand the cultural and specific
use of technologies in case of disaster.
Indeed, there is no doubt that technology can prove to be helpful for all types of crisis and during
all phases of the disaster cycle. Social media, for instance, is a tremendous opportunity to get
direct contact with eyewitnesses and to exchange information with a wide range of the
population. With smartphones, citizens have an immediate opportunity to get information or to
reach emergency services and provide them quality details such as precise location or videos of
the ongoing crisis. They also have more power to help each other and to volunteer. As a matter
fact, as long as they are previously known and considered as trustworthy and useful, technologies
are used during all phases of the disaster cycle, and all over the planet. However, as demonstrated
in D3.1, cultural factors impact their access, use and adoption.
As such, disaster managers cannot always predict which technology will be effectively used, by
whom, and how. This greatly depends on the previous use of this technology among the
population (which is part of technological culture) and of the population’s needs (which are also
partly cultural)3. Moreover, innovation is a key element to take into account as technology and
technology use is evolving at an incredibly fast pace. Every new crisis can potentially give birth to
new practices in technology use. For this reason, it is important to give some visibility to best
practices so that they can be known, adopted and/or adapted to other crisis, to other cultures.
This will enable not only disaster managers but also other key stakeholders in crisis response
(citizens, authorities, large tech companies, etc.) to make better and more efficient use of
technologies and to avoid some dysfunctions.
It is important for disaster managers to understand what are the concrete, physical, emotional,
and information needs of the impacted people, which vary with cultural factors4. Citizens need
to have examples of what they can do with technologies in order to improve the efficiency of
disaster management. These examples may come from cultures that are close to their own, or
may be adapted from other cultures. As for technology companies, best practices can help them
to understand how the tools that they developed can be useful for disaster management, or can
be adapted to increase its efficiency.

2

http://www.govtech.com/em/training/Technology-Increasing-Role-Emergency-Management.html
This is detailed in D3.1, available on CARISMAND website.
4 CARISMAND D3.1
3
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Definitions and Research Considerations
In order to select best practices, some definitions must be clarified. In order to be consistent with
the rest of the project, the definitions adopted here are in agreement with the definitions
established in other deliverables and especially with the CARISMAND toolkit5.
First, we should question the term “best practice” itself. Though this concept is largely used in
various reports (Denef et al. 2012; Denef et al. 2016), its definition is controversial in social
sciences (Veselý 2011). According to one of the most commonly used definitions “best practices
is the selective observation of a set of exemplars across different contexts in order to derive more
generalizable principles and theories” (Overman & Boyd 1994). To identify best practices one
needs to establish a list of criteria and to answer several questions such as: “best for who?”, “best
according to who?”, “best in what context?”, “how to assess the efficiency of the practice?” (Islam
et al. 2013; Veselý 2011). Moreover, best practice rigorous methodology implies both the
condition of completeness and the condition of comparability (Bretschneider 2005). In other
words, to establish a list of best practices one would need to make sure the initial list contains all
the possible examples (in the CARISMAND context, all the cases of technology use during a
disaster), and that they can all be compared together. Applied to technology use during a disaster,
it was beyond our capacities, as all the data could not have been collected and analysed. This is
especially true because of the diversity of cases we have to take into account (high range of
different technologies, disasters, actors and cultures). What is considered here is then closer to
“good practice”. Moreover, a dynamic perspective is adopted here, with special attention to the
evolution and spread of these practices as defined by Stenström & Laine (2006) : “Good practice
is a continual process of learning about, feedback concerning, reflection on and analysis of what
works and why something, on the other hand, does not work. Good practices are bound by time
and place and associated with particular projects and experts.” As such, practices will be analysed
in order to identify what works and what can be applied to other contexts and other cultures in
order to provide guidelines for a more comprehensive use of technologies in disaster
management.
The selected practices will also include emerging ones, which are not well developed yet but could
be interesting sources of reflection for future implementation. They could potentially become
best or common practices in the years/crisis to come.
As mentioned in D3.1, technologies are not necessarily new or connected but in this deliverable,
we will take into consideration mostly “new” technologies that rose over the last decades. These
technologies are often referred to as ICT, an acronym used for Information and Communication
Technologies. On the whole, what all these technologies have in common is to help reduce spatiotemporal boundaries (Green 2002; Prasopoulou et al. 2006; Wattegama 2014).

5

These definitions are presented in D9.1
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Thus, technologies are here understood as a global concept encompassing digital hardware
innovations (from mobile phones to drones and satellites), networks innovations (such as social
media, but also networks to facilitate the collaboration between volunteers), and data
innovations (to enable an efficient collection and use of crisis related data) (IFRC 2016).
As for D3.1, both devices (for instance smartphones, mobile phones, drones) and uses (social
media, Internet, pictures, applications etc.) will be studied. Moreover, as people use a set of
various technologies, their use and adoption will be looked at not only separately, technology by
technology, but also in general, as an ecosystem (Cadwell & O’Brien 2016). We should also check
the interconnection between the technologies’ usage. Moreover, as technologies are highly
cultural the same technology will be grasped in various ways by users, depending on their
functions, needs, and geographic position. For instance, if we consider a social media like
Facebook, studies have shown that uses vary not only depending on socio-demographic variables
such as gender, hometown, and education level (Park et al. 2009), but also depending on
countries (Alhabash et al. 2012; Dhaha & Igale 2013). Furthermore, its use is evolving through
time (Lampe et al. 2008), and disaster managers will use it differently than citizens.
Within CARISMAND project, all kinds of disasters are considered (natural, man-made and
technological disasters, whether they are caused intentionally or not). However, as found in D4.1,
the distinction between man-made and natural disasters is complex and makes less and less sense
in general and specifically to citizens. Thus we will not consider them separately, unless a clear
distinction is found in citizens’ attitudes. Disasters have different time-scales, with either low or
fast onset and short or long-term effects. Indeed, technology adoption and use may be different
depending on the time scale of the disaster as citizens might use different devices or use them
differently if they are, for instance, in an emergency or if they have a few hours to prepare before
the event. This may also be true for recurrent disasters compared to unprecedented ones.
Previous events that contribute to the disaster and risk culture (Holm 2012) should also be
considered.
In order to facilitate the organisation of this deliverable, best practices are classified following the
disaster management cycle. The phases have been defined following D9.1:
● Prevention (mitigation). Mitigation activities actually eliminate or reduce the probability of
disaster occurrence, or reduce the effects of unavoidable disasters. Mitigation measures
include building codes; vulnerability analyses updates; zoning and land use management;
building use regulations and safety codes; preventive health care; and public education.
● Preparedness. The goal of emergency preparedness programs is to achieve a satisfactory
level of readiness to respond to any emergency situation through programs that strengthen
the technical and managerial capacity of governments, organizations, and communities.
These measures can be described as logistical readiness to deal with disasters and can be
enhanced by having response mechanisms and procedures, rehearsals, developing long-term
and short-term strategies, public education and building early warning systems.
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Preparedness can also take the form of ensuring that strategic reserves of food, equipment,
water, medicines and other essentials are maintained in cases of national or local
catastrophes.
● Response. The aim of emergency response is to provide immediate assistance to maintain
life, improve health and support the morale of the affected population. Such assistance may
range from providing specific but limited aid, such as assisting refugees with transport,
temporary shelter, and food, to establishing semi-permanent settlement in camps and other
locations. It also may involve initial repairs to damaged infrastructure. The focus in the
response phase is on meeting the basic needs of the people until more permanent and
sustainable solutions can be found.
● Recovery. Recovery measures, both short and long term, include returning vital life-support
systems to minimum operating standards; temporary housing; public information; health and
safety education; reconstruction; counselling programs; and economic impact studies.
Information resources and services include data collection related to rebuilding, and
documentation of lessons learned.
Finally, as part of CARISMAND project, this deliverable will focus specifically on culture, trying to
identify what is culturally specific to each best practice. Consistently with D8.16, culture is here
understood as “a set of core values, attitudes, beliefs and behaviours that are shared, understood
and valued by a community and that informs their lifestyle, their patterns of understanding and
their decision making”. It is also impacted by the history of the community or people’s
professional culture. Based on Hofstede’s (2016) work, we will not only focus on cultural
dominants/dimensions7 but also on cultural variables. We will look at, for example, individualism,
the lack of trust in established authority, gender roles8 and uncertainty avoidance9. But in order
to get a complete view of cultural factors that may explain the technology use during a disaster
we will also pay attention to national and local cultures, language and generational cultures. In
order to avoid building stereotyped categories, one should keep in mind that each human being
is the result of and influenced by a set of different cultural patterns. Moreover, as stated in D3.1,
culture and technology use are strongly linked and impact each other. On the one hand, cultural
factors have a strong impact on technology use. On the other hand, technology use impacts
culture as it gives access to different cultures around the world, allows one to create or gather
different communities, and even creates specific cultural frameworks such as the cell phone
culture (Goggin 2006), the hacking culture (Riemens 2002), or the Internet culture (Dagnaud

6

CARISMAND D8.1 : «Report on risk communication models and best practices in disaster management »
“Cultural dominants are those traits, shared by more than one specific national culture and that determine the frame under
which events and life situations will be read by the majority of its members” (CARISMAND D8.1)
8 The concept of gender roles refers to a set of societal norms dictating the types of behavior considered, in a specific community,
as appropriate for people, based on their perceived sex. Gender is considered here as the state of being male or female, linked to
social and cultural differences as opposed to sex which refers to biological ones.
9 For more details about Hofstede work and cultural dominants, see the complete description in CARISMAND D8.1
7
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2011). We should keep in mind that culture is a constantly evolving framework, and should not
be considered as static.

Methodology
This report on best and emerging practices of technologies for disaster risk management and
their adaptation to different cultural groups is mainly based on a qualitative technology
monitoring. This was lead through an academic literature review, the analysis of different crisis
in newspapers, social networks and research papers, conferences, a review made by partners and
informal consultations with experts and experienced practitioners in the field.
Thus, the research includes a variety of sources such as academic literature, blog posts of
researchers and emergency actors (like Patrick Meier’s blog10 for instance) publicly available
reports and press articles. Due to language skills considerations, only articles in English and French
were looked for but case studies about all cultural areas were found. An all-hazard approach was
adopted as no systematic difference was found in technology adoption and use depending on the
type of disaster. Moreover, no time boundaries were set up as far as ICTs were being used.
The partners’ review was established thanks to a questionnaire, sent to CARISMAND partners
between June and September 2016. The questionnaire was intended to collect good practices of
technology use in their respected countries and to identify how they were related to culture.
Partners were asked about technology use in their country, cultural aspects and case studies.
Informal consultations were also included, both with CARISMAND partners, as well as prominent
experts and experienced practitioners in the field.
For each best practice identified, specific attention was paid to isolate its specificities, whether
that would be linked to cultural factors, geography, technology availability, risk culture, the onset
of the crisis or the nature of the crisis for instance. Thus, we were able to draw general conclusions
on best practices of technologies for disaster management and on the ways to adapt them.

Limitations
As the approach is qualitative, it was not possible to identify all the cases in which technologies
have been useful for disaster risk management, and we do not claim to be exhaustive in the
following practices selection. However, those which are presented in this deliverable are the ones
recognised by the academic community, journalists, local communities and experts in disaster
management as interesting and valuable examples. Thus, the focus of the present deliverable is
10

https://irevolutions.org/
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made on the cases that have been documented and that we selected as the most efficient and
applicable to disasters in general.
Moreover, from one practice to another the data collection is unequal as all the data are not
always available when it comes to disasters and to technology use. For instance, it is hard to get
data on how many people effectively used a technology or how many people were reached by a
specific alert system, either because the data does not exist or because it is not shared.
Finally, when studying disaster management, the quantitative measure of the technology use
efficiency is always difficult to make. Indeed, one could not predict what would have been the
situation otherwise, if technologies had been used in a different way or had not been used at all.
Through a qualitative monitoring of technology use during all phases of the disaster management,
this deliverable will present a non-exhaustive list of best and emerging practices. They will show
how technologies are and can be used by citizens (whether they have strong technology skills or
not), companies, disaster managers, emergency services and authorities to improve the way we
prevent, respond to and recover from all types of disasters. The best practices will be organised
following the different phases of the disaster cycle. General guidelines and conclusions are drawn
from these best and emerging practices at the end of the deliverable.
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1. Best and Emerging Practices of Technology Use
during Disaster, a First Inventory
1.1.

Mitigation and Preparedness

For the purpose of this deliverable, the choice is made to deal with mitigation and preparedness
phases in a common section as some best practices were found to apply to both phases. Best
practices that can enhance the preparation of both disaster managers and citizens before the
disaster happens, and reduce the probability and effects of disasters will be presented here.
Technologies have a great potential to get citizens interested in disasters. In regions where the
connection rates are high and where people spend a lot of time actually using ICTs, part of
mitigation and preparedness can be done via technologies. Indeed, online tools are an efficient
and low-cost way to reach a large number of citizens with safety messages, especially (but not
exclusively) children and young people (Kelly & Watts 2015). However, using technological tools
to get citizens prepared is not only about making the safety rules available somewhere on the
web. Mitigation and preparedness must meet the needs and be adapted to the effective citizens’
use of these technologies. This is even more important given that according to Reuter et al.(2014)
people can’t be forced into using a technology for risk preparation. Both technology and
preparedness methods should then adapt to be attractive.

Making Preparedness Attractive
One of the main challenges with preparedness is to make it attractive to citizens. Indeed, as stated
in CARISMAND D8.1, risk culture is not equally spread on the planet and many communities lack
interest in risk preparedness.
Making preparedness attractive has several facets: the content, the form of the content, and the
platform on which the content is displayed. During this phase of the disaster management cycle,
the content can easily be adapted to the different groups of people as there is no specific time
restriction.
In order to make preparedness appealing, especially on social media and when the targeted
community is young, the content can use humour. As described in D3.1, humour is one of the key
characteristics of communication on social media (Dagnaud 2011). Regarding disaster
preparedness, it enables a lighter tone. For instance, in 2012, the Metropolitan Emergency
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Managers Committee of Kansas City11 launched a website and a YouTube channel with a series
of videos in which two characters (“preparedness” and “disaster”) are making jokes to show the
importance of being prepared12. Los Angeles Metro also set up a series of videos, using black
humour to prevent some dangerous behaviours linked to transportations13. The French
Government initiated a similar action with the launch of #TutoRisques [Risk tutorials], on the
mode of YouTube podcasts (Figure 2). The tone is meant to be funny and it targets mostly young
people. They are available on Twitter, on YouTube and on the government website.

Figure 2 French government using humour in videos about preparedness

However, humour is highly cultural and varies among countries and communities, as well as with
gender roles, age and generations, or context (Alharthi 2014; Kotthoff 2006; Dutta-Bergman
2004). It was also demonstrated in D3.1 that a specific sense of humour has emerged on social
media platforms, crossing boarders thanks to memes, gifs, and lol culture in general (Dagnaud
2011). Social media enable a less formal and more appealing type of communication when it
comes to disaster preparedness. Hence, risk communication that aims to enhance mitigation and
preparedness through these channels should be aware of the specific humoristic culture on these
platforms in order to be more effective. For instance, the New-York Police Department used
humour to communicate about the risk of playing Pokémon Go while driving (Figure 3), showing
a good understanding of social media culture.
11

http://www.preparemetrokc.org
https://www.youtube.com/watch?v=IWVevsBhLBo
13 https://www.youtube.com/watch?v=Yowkv9zyaF4
12
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Figure 3 NY Police Department using humour on Twitter to advise not to play while driving – Screenshot

Another key element of online communication is visual communication. Visual communication
and infographics are an efficient and effective way to spread key messages on the risk itself as
well as preventative behaviours and potential consequences. For instance, a French website is
dedicated to graphic information about the nuclear risks and the effect of iodic pastilles14.
Cartoons are used to prevent fires in Bolivia, especially linked to the stubble burning culture in
rural areas. Indeed, in Peru and Bolivia, farmers use fire as a cheap way to clear land and remove
plagues of insects and snakes. These cartoons15 include burning calendars and pamphlets
showing safety tips and best periods to burn fields and keep the fires under control. The calendar
was established thanks to NASA satellite and weather data16. They were both distributed in
villages and available online. In Chile, the website http://familiapreparada.cl/ offers tips and
incentives for disaster preparation thanks to videos (including signs language) and drawings.
EMSC is also using visual safety tips to spread post-earthquakes safety tips, which is described in
D3.3a. Visual communication is not new but it has taken a new step with technologies as they are
particularly adapted to images, as opposed to long textual descriptions. Visual communication
enables one to make the message easy and quick to understand. Regarding risk communication,
14

http://www.distribution-iode.com/
http://www.fan-bo.org/wp-content/files/CARTILLA_QUEMAS_CONTROLADAS_18-8-14.pdf
16 http://news.trust.org/item/20170220200617-9pnlv
15
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visual communication also makes it possible for citizens to picture the consequences of a disaster
in their own environment and community life. For instance, the French project “my school under
water” helps children in primary school to map the effects of a flood on their school area,
visualised thanks to a 3D video animation of the water level in their school (Figure 4), and to
imagine what their daily life would be during such an event17. They can also learn more general
information about flood risk.

Figure 4 My school under water - screenshot

Along with humour and visual communication, another key element to make preparedness more
attractive thanks to technologies is gaming culture. Gaming culture is a wider concept than video
game culture, but here we will focus mostly on video games. Video games culture is a complex
notion to define (Shaw 2010). Gaming culture varies with gender roles and generation (Heeter et
al. 2009; Schott & Horrell 2000) but has been extended to a large part of occidental countries’
population with the success of smartphone games and video game consoles such as the Wii (Shaw
2010). To be successful, a game needs to combine “participation” and “play”, that is to say that
17http://www.mon-ecole-sous-l-eau.com/

in
http://www.preventionweb.net/news/view/52074
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the player must be physically or mentally active and engaged during the game, but he also needs
to have fun (Ryu 2013). These two elements are the main reasons why games, including video
games, are great learning tools. Macklin & Sharp (2012) showed how game-based systems reward
players who are then in better conditions to learn and benefit from the gaming experience. They
also pointed out that games can train us to practice complex thinking, for long time periods.
Moreover, experiential learning can bring a range of different stakeholders together and
encourage improved communication, understanding of joint interests and acceptance of each
other’s differences. Educational gaming or “Edutainment” has indeed proven to be efficient in
various areas, such as India, Canada or UK (Chaudhary 2013; Ma et al. 2011). This is especially
true for disaster risk reduction (Gampell et al. 2017). As a conclusion of the Stop Disaster
experiment, Gampell and colleagues stated that “video games have an ability to convey messages
regarding disaster and disaster risk reduction (DRR), including portrayals of hazards,
vulnerabilities, capacities and numerous disaster discourses.” Indeed, the game Stop Disaster was
launched in Rio to raise awareness about flood resilience. The feedback survey showed that the
players significantly improved their knowledge about actions to take during floods and landslides.
However, a report (Felicio et al. 2014) stated that the game needed improvements to become
more attractive. The authors mentioned that graphics, missions, game control and sound could
be enriched. This will both increase the number of potential players and improve the learning
effects.
Another example of a video game for preparedness is the Beat the Quake game (Figure 5),
designed for the Great Shakeout drill in 2006. Available online18, the game consists of securing an
apartment before the quake occurs. By clicking on each furniture and peace of decoration, the
player has to choose among three options to avoid danger and falling objects. During an
interview19 Mark Benthien, who took part in the project, reported that Beat the Quake was
designed so that players never have time to secure every element before the quake occurs.
According to him, this is to raise awareness on the fact that one can always do more to secure a
place and to get ready before a quake. That also adds challenge to the game, making players
willing to improve their score. Initially available in English and Spanish to suit the language habits
of Californians, the game was also translated into Turkish. In order to better fit to Turkish culture,
the red cross on the safety kit was replaced by a red crescent in the Turkish version 20.

18

http://www.dropcoverholdon.org/beatthequake/game/
The informal interview was lead by Laure Fallou on the phone on the 14/05/2017
20 http://www.koeri.boun.edu.tr/aheb/depremustasi.html
19
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Figure 5 Beat the Quake - Online Game – Screenshot

Unfortunately, the impact of the game has not been monitored. Mark Benthien indicated that no
data had been collected on the number of players or on the effective actions taken by players to
secure their own house after playing the game. He only asserted that the game had mainly been
designed and diffused to young people (18 to 30 years old) that are usually not interested in other
kinds of preparedness campaigns materials.
To be efficient, games should be designed with special attention being paid to competition, goals,
rules, challenges, choices, and fantasy as they can facilitate the learning process (Charsky 2010).
As was the case for Beat the Quake, cultural elements must also be taken into account. Moreover,
games should not be considered as single elements as, after playing a game some players go
online to share their experience, and complete the learning process (Ryu 2013). For instance, the
Belgium government launched an online Quiz about behaviour to adopt in case of disaster21, and
has enabled players to share their scores on social media. This could potentially engage
conversations. When partnering with game designers, disaster managers or authorities should
then focus on the way the game is embedded in a larger campaign or environment as well as on
the social dimension of games. Monitoring the use and impact of the games would also be useful
for disaster managers.
Technologies can also facilitate the circulation of educational games on preparedness, as was the
case for the game designed within the EDUCEN EU project22. The game called “Gifts of culture”23
21
22

http://www.commentragissezvousencasdurgence-i3c.be/fr-BE/start/
EDUCEN : European Disasters in Urban centers: a Culture Expert Network, http://www.educenproject.eu/

23

http://giftsofculture.games4sustainability.org/en/home/?utm_content=buffer9c4d4&utm_medium=social&utm_source=twitte
r.com&utm_campaign=buffer
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has three main goals: (1) to learn how cultural factors affect disaster preparedness and ability to
cope with the emergency situation; (2) to improve collaboration and information sharing
between organizations and individuals representing diverse cultural backgrounds and (3) to
promote more effective communication of disaster risk management among culturally
heterogeneous communities. The game can be downloaded for free and printed out from the
website. Crowdfunding platforms are also an opportunity for these kinds of games to be financed.
Finally, in the very near future, Virtual Reality (VR) may become a best practice for disaster
mitigation and preparedness. It has already been used for mitigation and disaster manager
training. For instance, during the Ebola crisis it was used to increase emergency services staff
safety and create a realistic environment in which they could gain advanced skills and experience
(Ragazzoni et al. 2015). It has also proven useful to train emergency staff in mass disaster victim
triages (Andreatta et al. 2010). With Google investing in the VR field24, it may become more and
more popular as a playful tool, with affordable prices, as with 5 to 10 USD one can already turn a
smartphone into a VR tool25. Thus, VR has potential developments for disaster risk reduction and
preparedness as it will enable an even greater immersion in fictive disaster situations to teach
safety tips and good practices. For now, the interactive documentary project Chornobyl 360°26 is
using the immersive experience of VR to tell the story of the 1986 Chernobyl nuclear power plant
disaster. It shows how the radioactive exclusion zone around the plant looks like now, including
documenting current radiation levels in different parts of the site and interviewing people who
have returned to live there. This is combined with archives of the events and explanations to
contextualize the disaster. According to the executive producer Sergei Tereshchenko, Chornobyl
360° is “a virtual museum of enormous size” and the project is not only to allow users to explore
the site but also to be able to switch on machinery to see how aspects of the power plant function.
In the end, it will enhance popular understanding and awareness of nuclear risk. This is
particularly important since risk related to nuclear disasters is often very high (higher than the
objective rate) because of the “unknown” factor of nuclear disasters (Brun 1992; Renn &
Rohrmann 2000; Slovic & Weber 2002). Hence providing information through games and similar
projects can serve as a tool for managing risk perception and, hence, for managing citizens
behaviours. Similarly, the project “Welcome to Aleppo” is developing a VR tool about the
damages caused by the Syrian war. According to Bryn Mooser, the project producer, “VR is the
most exciting technology we’ve found. It puts people squarely in the shoes of somebody else, so
they can see through their eyes and experience the scale of devastation in some of these places.
Scale is a really important aspect to this27.” VR is here another type of experimentation and its,
still theoretical, effectiveness relies on the fact that information coming from experiences guide
behaviour more than the same information presented in the formal description (Weber et al.
2004; De Dominicis et al. 2014). However, VR is still facing some technical problems (users’

24

https://vr.google.com/
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nauseas for example)28 and is still expensive to develop as filming in 3D is costlier than filming in
2D (Aardema et al. 2010).

Technology and Social Media Education
Technologies and Social media have proven to be useful tools during disasters and they are
effectively used in many ways during all types of crisis, in all areas of the globe (see CARISMAND
D3.1). However, using social media requires some skills, especially to use them appropriately
during a disaster.
Technology and social media education is not really about teaching non-users to use new tools,
since few people adopt a new technology during a disaster (D3.1). However, information about
good use of social media can be taught before the disaster and this is the goal sought by
technology education related to risk management. For instance, the Police Service of Northern
Ireland shares information about internet and online safety on an ongoing basis across their social
media channels29. The French Government has launched a platform30 and a campaign with advice
to citizens. Using infographics, the government informs citizens about how to get real-time
trusted information, and provides a list of social media accounts to follow. They also give
instructions on how to provide information and what kind of information to share. On the
contrary, citizens are warned not to share any false or dangerous information nor victims’
pictures, based on safety and ethical concerns.
In order to fight fake news spreading, social media platforms themselves have engaged. For
instance, Facebook has developed some tips to check sources before sharing (Figure 6). False
news can now be reported. These tips were also published in some newspapers as full page ads31.
Other tech companies such as Google32 have also taken engagement towards fake news
reporting. With the increase of fake news and especially on article related fake news, further
research are need to assess their impact on social media trust and use. A report by Rosentiel et
al. (2017) showed that on social media, trust in an information depends mostly on the person
who shared the information than on the one who wrote it in the first place. They also state that
trust in social media in general is just starting to decrease, although this could evolve in both ways
in the months and years to come.

28https://www.theatlantic.com/technology/archive/2016/12/post-vr-sadness/511232/

;
https://www.ncbi.nlm.nih.gov/pubmed/20712501
29 https://www.facebook.com/PSNI.Newry.Mourne/
30 http://www.gouvernement.fr/risques/utiliser-les-medias-sociaux-en-situation-d-urgence
31https://techcrunch.com/2017/04/14/facebook-runs-full-page-newspaper-ads-against-fake-news-in-france-ahead-of-theelection/
32 https://www.theguardian.com/technology/2017/apr/25/google-launches-major-offensive-against-fake-news
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Figure 6 Facebook tips to spot false news - screenshot from Facebook website

As demonstrated in CARISMAND D3.1, what is considered as trusted source of information is
highly cultural and this should be assessed prior to the disaster. Moreover, partnership between
disaster managers and both traditional and social media platforms could be established to ensure
that the fact checking process is efficient.
Another educational measure to anticipate and organize social media activity during a disaster
was to create a list of # to use, especially on Twitter. The UN has launched a project to set up
hashtags standards for emergencies (OCHA 2014). A similar project was also developed in Italy.
The idea was to create a pattern for disasters related tweets, to easily identify key information.
The code was mainly built on the two letters of the region or city, followed by the name of the
disaster. Grasso et al. (2017) studied the adoption of these codified hashtags related to weather
warnings on Twitter. Results show that the adoptions rates are rather low, but significant regional
differences were found. Tuscany appeared to be the Italian region where the code was the most
regularly used. This could be explained by a greater engagement of local authorities to carry out
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the #, but also by different climate context, different use of social media, and sociodemographical differences (especially between rural and urban population). Further research is
necessary to identify whether codified hashtags could be adopted in the future or not, and under
which conditions (authorities’ communication and education on this practice for instance).
Moreover, good practice related to Twitter use during a disaster also consist in turning on the
geolocation so that other users, authorities or emergency services can know who is onsite, whose
information comes directly from the damaged area, or where to find victims to rescue.
Best practice in technology education also concerns specific device use. For instance, before
Hurricane Matthew in September 2016, authorities and emergency services reminded citizens to
keep their mobile phones and smartphones charged and to get external batteries so that they
can receive key information on their devices during and after the disaster. The city of Gainesville,
for instance, gave some advice about how to save battery33 (turning off GPS, activate low-power
mode on iPhones and dimming the screen). Users were also reminded to send text messages
rather than communicating via voice calls which use more bandwidth, a crucial resource during a
disaster.

Social Media Communication Strategies
During a disaster, a large part of citizens will search for information on social media platforms.
Hence, authorities and disaster managers need to set up a communication strategy in advance.
This strategy must take into account locals’ cultural use of technology, legal framework, risk
culture and language issues for instance. Public expectations in terms of communication must be
assessed. For instance, a survey found that 56% of the EU social media users expect an answer
when engaging with emergency services on social media(Reuter & Spielhofer 2016). In the
literature review, a large amount of communication guides for social media in crisis were found
(see for instance: Denef et al. 2012; Collins et al. 2016; Reilly & Atanasova 2016). Most of them
recommend that authorities should use an already existing and well identified social media
account, to provide information in near real-time, to know the audience and to show empathy.
These are the key elements that should always be included in a crisis communication strategy,
which should be established in advance during the mitigation and preparedness phases. Other
recommendations are to set-up a two-way communication between authorities and citizens,
based on mutual trust and in an understandable language34, to use images and visual
communication, to keep showing a presence on social media even if no new information is
available, to be concise and to provide tips.

33
34

http://www.gainesville.com/news/20161005/hurricane-hacks-to-help-you-manage-matthew
This is to be established even before the disaster strike, in order to be identified on social media as a trusted crisis actor
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Community Engagement
Community engagement is a key element to get a successful preparation to disasters. Engaging
communities during the mitigation and preparedness phases enables one to value the knowledge
and capacities of local people and to efficiently assess local resources, including social capital
(Allen 2006). It is also a way to empower communities and to integrate them in disaster plans and
in debates about disaster management policy. It is important during these phases that close and
personal relationships are built between stakeholders (both technical and administrative) and
citizens and also to understand the public’s expectation and tolerance level as “’what is accepted
by the community' is more important than 'what is necessary'” (Pandey & Okazaki 2005).
Community engagement requires acquiring knowledge on local communities’ cultures, including
technological culture. FEMA (2016) recommends disaster managers to educate themselves on
local faith communities, but also on their habits regarding technologies. Indeed, it appears
important to be able to identify religious leaders, but also their online or mobile communication
channels with the rest of the community, if relevant.
Technologies enable disaster managers and authorities to establish direct communication with
communities to engage them in disaster preparation and mitigation. For instance, the City of
Rotterdam has developed an application called Buurt Bestuurt35 to inform and involve residents
in finding solutions of the security problems of the neighbourhood. Residents can also use the
app to send their suggestions and messages to the committee. This allows for the establishment
of a relationship based on mutual trust between citizens and authorities, before a crisis happens.
Technologies may also help to target specific groups to mitigate risks. During the introduction
week for new students in Groningen, (KEI-week) in 2016, knowing that WhatsApp is a messaging
app largely used among young people, the Dutch Police set up a WhatsApp number to provide
the students during this period with information on security issues that are important to them
(Denef et al. 2016).
Community engagement is also enhanced thanks to drills and training exercises, which
technologies can facilitate and make more efficient. For instance, in the Philippines, participatory
mapping was used to raise disaster risk awareness among the youth. Maps were found to help in
materializing hazard, vulnerability and risk. Gaillard and Pangilinan (2010) remarked that it
allowed the youth to appraise disaster risk in their immediate environment in a very concrete
way, which is particularly important among marginalized communities. This engagement from
youth was found to be useful both for the children and for the scientists who could refine their
data on local places and especially on the way local communities perceive their living
environment. Moreover, it was the first step of constructive and integrative dialogue to improve
disaster risk reduction.
Finally, Airbnb safety policy is also a good example of how large tech companies try to engage
their communities on safety issues. For instance, Airbnb encourage its hosts to write down safety
35
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information and to inform the guests on risks in the area. This is specifically interesting regarding
the difficulties to warn and reach tourists in general (Kendra & Wachtendorf 2003). However, no
information that would enable to assess this policy was found.
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1.2.

Response

As demonstrated in CARISMAND D3.1, during the response phase, technologies have proven to
be useful for various purposes such as alerting citizens, communicating, and satisfying one of the
most important needs: information. In this section, an overview of some of the best practices of
technology use during disaster response is presented.

1.2.1.

Alerts and Warning Systems

The best practice and literature review revealed that many alert systems exist; however, it
appeared that no-consensus has been reached yet on what is the best way to alert citizens.
Early-warning systems are not available for all kind of disasters (we can’t predict terrorist attacks
for example). When they are, not only must they be systematic, with a strong scientific and
technical basis, but also focused on the people exposed to risk. For instance, they should take
into account social vulnerabilities linked to long and short terms (Basher 2006) and their
technological culture and habits. Moreover, while there is a need for a united warning system,
what is considered as “early” varies depending on the disaster as shown in Figure 7.

Figure 7 Illustration of factors of relevance to early warning systems and their time frames in seconds (S), minutes (M), days (D),
weeks (W), months (M), years (Y) and decades (D) – Source: Basher 2006

Thus, for each type of disaster, early warning systems should rely on technologies that technically
and scientifically enable to detect the disaster and are socially accepted and used by the public.
They must be embedded in an understandable manner and relevant to the communities.
Moreover, technologies have also been found to enable early warnings for man-made disasters.
For instance, in Kenya, the Sentinel Project36 is setting up an early-warning system for genocides.
They assess risks and vulnerabilities thanks to social media and information from the population
provided by a toll-free SMS system. Information gathered helps to gauge how far the genocidal
process has progressed, to identify trends and patterns and verify rumours. It may also inform
operational prevention methods. Moreover, drones will be used to check and find information.
Indeed, they found after a survey that whereas in Europe and North America, where common
public opinion concerns are mostly related to the invasion of privacy, misuse by government or

36

https://thesentinelproject.org/
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law enforcement, among the inhabitants of the Tana Delta mostly practical issues are at stake.
For instance, they are concerned about “whether the UAS-mounted camera would be powerful
enough to be useful, how far such systems can operate, whether they are hampered by weather,
how quickly a drone can be deployed in an emergency, and who will be in physical possession of
the system” (Boyd 2014). This confirms that technology acceptance is highly cultural and must be
assessed locally.
More and more research is made on two-way alerts systems which would enable both citizens
and authorities to launch alerts. However this is mostly at an experimental stage yet as most
authorities are still legally responsible for the alert systems. Crowdsourced alerts could be a
solution, such as the EMSC crowdsourced earthquake detection and alert system37.
Regarding alerts, several practices were found from dedicated alert apps to Cell Broadcast,
nevertheless, no consensus on which one is the best practice was found.

Dedicated Alert Apps
With smartphone expansions, the number of applications available on the stores has substantially
increased. As of March 2017, 2.800.000 apps were available on Google Play, 2.200.00 on the
Apple App Store and 669.000 on the Windows store. However, among this extensive number of
apps, a lot of them are considered as “Zombies apps”, which means that they are mostly invisible
to customers (Adjust 2016). This is both due to the attention economy (Davenport & Beck 2001)
which makes it impossible for users to go through all the apps, and to technical features that keep
showing first the better ranked apps. The most downloaded apps belong to the gaming and
entertainment category. However, downloading doesn’t imply effective use. In 2016, it was
estimated that 23% of the downloaded apps worldwide were only used once during the first six
months of ownership38. Moreover, application adoption and use varies a lot by type, by time and
frequency of use, and by number of applications used (Falaki et al. 2010). With the development
of mobile applications, the usages have become even more diversified. Following an Apple
marketing campaign in 200939 a new phrase has become popular and embodies well this idea:
“There’s an app for that”. Indeed, emergency and alert apps have multiplied over the past 5 years
and are used because they meet a variety of people’s needs, such as timely information, alerts,
safety tips etc. (Bachmann et al. 2015). No study has been found on how many disaster apps are
considered as zombie apps. This could be further researched.
A large number of apps dedicated to disaster alerts were found. Some of them are disaster
specific. For instance, in Italy, a Heat Safety tool has been launched for iPhone. It displays the
heatwaves risk level towards outdoor workers to raise awareness and alert them when the risk
of dehydration due to heat is too high. The “Tsunami Alert” app also claims to alert citizens when
a tsunami is detected so that they have time to get away in a safe place. The same is valid for
“Hurricane Pro” (even though it was reported by users to be too complicated with too much
37

See CARISMAND D3.3a
Source : https://www.statista.com/markets/424/topic/538/mobile-internet-apps/
39 https://www.youtube.com/watch?v=szrsfeyLzyg
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detailed information) and “Tornado”, an app developed by the American Red Cross (Figure 8).
Tornado enables one to send alerts based on the user’s location and on pre-selected areas,
where, for example, loved-ones are living. It offers possible shelters where you can hide, first aid
guide and other important information that you can access offline. The Red Cross developed a
substantial number of alerts apps related to many different types of disasters. All of them provide
warnings and alerts, but also safety tips, based mostly on visual communication. Another example
is the Portuguese app called “Firerisk”. The app can alert citizens in case of wildfires. Data are
collected from official sources and mapped on a Google based configuration. It also aims at
preventing and raising awareness regarding wildfires thanks to information and safety
instructions. First developed in a rather experimental and research context, the app has proven
successful and is now backed-up by the government who considers it as good example for
citizen’s empowerment and simplification on state/citizen relationship40.

Figure 8 "Tornado", an app developed by the American Red Cross to alert citizens about tornados

On the contrary, some of the alerts apps are more general and consider several disasters. The
app “Disaster Alert” aims at alerting citizens for any natural disaster occurring nearby their
location. They can also see a list of disasters currently occurring around the globe. Qwidam, a

40

Source: https://play.google.com/store/apps/details?id=firerisk.imonfire.com.fireriskapp&hl=en
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French app, also alerts its users about crisis and disasters that are spotted by other users41. It
relies on the network of users.
In France, the government also chose the smartphone application option to alert citizens in case
of terrorist attack in addition to more traditional alert methods (such as communication on
traditional media or siren). The app called SAIP (acronym for Public Alert and Information System)
was launched just before the 2016 European Football cup and was supposed to send alerts
notifications on all smartphones on which the app was currently running. However, the app was
criticized because it requires to be open to function, so it is not energy efficient. It was also
perceived as intrusive and was at first only available in French, whereas France is a very touristic
country and was hosting the Football Cup at the time. Moreover, during the terrorist attack in
Nice on the 14th of July 2016, the alert notification was launched only 2 hours after the attack.
This is to add to a false alert in September and contradictory information between the app and
an official Twitter account during the attack on the Champs-Elysées on 20th of April 201742. For
all these reasons, SAIP is not considered as a best practice illustrates well the difficulties related
to alerts apps.
Alert apps are facing three main challenges. First of all, the app must be downloaded by citizens,
which can be facilitated if the app is free, perceived as useful, designed in a user-friendly way,
available in a familiar language and promoted by trusted stakeholders and visible in the
application stores43. Secondly, the app must be adopted. By nature, alert apps are useful only in
case of disaster, which is hopefully rare. To put it differently, most of the time alert apps are
perceived as useless. Consequently, when there is a need to make some space on the smartphone
(to download the brand-new game for instance), the alert app will most likely be deleted (AFD
2017). This will also happen If the users receive too many notifications (for each earthquake on
the globe for instance). Finally, the alerts must be accurate so that both the app and the
institution are trusted.
For all these reasons, another best practice is emerging: including alerts in smartphone
applications that can serve more general and diverse purposes.

Embedding Alerts Systems in More General Smartphone Applications
One of the first solutions to counter the problems related to uninstallation of alert apps is to
embed the alert systems in apps dealing with disasters in a more general way by providing
information about the disaster type, or safety tips for instance. The app must also be lightweight.
For instance, EMSC’s mobile application LastQuake has been found to be appreciated not only for
its alerts about earthquakes, but also for the information about earthquakes (locally and globally)
and their consequences. This is further developed in CARISMAND D3.3a.

41

http://www.qwidam.com/en/
https://www.theguardian.com/world/2016/jul/16/nice-terroist-attack-france-saip-emergency-smartphone-app-failed
http://www.liberation.fr/desintox/2017/04/21/attentat-des-champs-elysees-intox-et-confusions-a-la-pelle_1564266
43 This was exposed in CARISMAND D3.1.
42

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 653748.

;

29/79

In a more informal way, daily used apps such as news apps or social media apps are a way for
users to get alerted about disasters. For example, after Orlando shooting (12/06/2016), a survey
showed that people got alerted via Facebook or newspaper notifications44. During the ChampElysées shooting in April 2017 in Paris, whereas the SAIP stated that there was nothing to signal,
Google maps was indicating that the area was to be avoided (Figure 9) and the authorities were
asking on Twitter to avoid the area.

Figure 9 - During the Champs-Elysées shooting (20/04/2017), Google maps alerted about the area to avoid [Screenshot of a
Tweet comparing Google and SAIP alerts].

These examples indicate that for one disaster they are multiple ways to get alerted via
smartphones, and several applications may initiate an alert. However, in order to get a unique
message (with the same safety measures to adopt and situation information), authorities and
disaster managers could cooperate with IT companies which are developing these apps. This best
practice is still emerging but appears promising. It could function with an API system embedded
in some apps. For instance, in Paris, authorities and disaster managers are working together with
Vélib’ (a large-scale public bicycle sharing system) to be able to display alerts to people located in
the affected area. This would benefit both from the expertise and legitimacy of the authorities,
and from the access to the population via a trusted app using GPS coordinates (Fompeyrine 2017).
It also enables to reach a large variety of citizens if partnerships with many apps are made.
However, it still excludes people who are not using any apps.

44
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Cell Broadcast and SMS Broadcast
The Cell Broadcast system is a mobile technology feature defined by the ETSI’s GSM committee
and is part of the SMS standard. It is designed to enable simultaneous delivery to multiple users
in a specified area. Using radio signals, Cell Broadcast allows a text message to be defined and
distributed to all mobile terminals connected to a set of cells. The message is sent point-to-area
and not point-to-point such as classical SMS messages. Once sent, the originator of the message
does not know who has received the message, allowing anonymity. Compared to more traditional
systems it does not require the citizens to register on a list to receive alerts or to be called during
an emergency, it also allows to reach foreigners such as tourists.
Cell Broadcast particularly fits to disaster situations as it enables one to provide information at
the same time to all citizens with a mobile phone in the affected area. Indeed, Cell Broadcast is
not as affected by traffic load. During the 2004 tsunami in Asia, Dialog GSM, an operator in Sri
Lanka used Cell Broadcast to provide its subscribers information about the ongoing situation, to
warn of incoming waves, to give news updates and information about shelters. They were also
able to organize donation collections (Jayasinghe et al. 2006). Israel has used Cell Broadcast since
2010 and not only can their system send SMS, but also e-mails, and messages on social media. In
2014 in Chile Cell Broadcast was also enabled a warning to be sent local communities about the
tsunami and to indicate the zones where they could find a shelter.
Cell Broadcast is also used for emergency alerts in Japan for earthquakes early warning. Indeed,
by detecting the P-wave which rarely causes damage and using its information to estimate the
location and magnitude of the quake, scientists can anticipate the shaking and the affected
regions. Using Cell Broadcast, they are able to provide warning in the potentially affected area
few seconds before the S-wave arrives and causes most of the damage.
The system is becoming more and more popular among disaster managers and authorities and
many countries are adopting it (South Korea, Canada and Belgium for instance). Nevertheless, it
requires negotiations with the telecom operators, which is not always easy to lead depending on
the cultural structure of this market and on the legal responsibility related to warning systems. It
may also be costly for the authorities to set up. Moreover cell-broadcast will only work if users
have activated it on their phones, which may not be technically easy for all citizens, and may even
be impossible on some mobile phones (Jagtman 2010).
In that respect the Belgium example of Be-alert is interesting. The innovative Belgium alert system
will be launched in 2017. Be-alert will combine various approaches with the possibility to send
geolocated SMS to the population and additional information to people who will have registered
online. For instance, in case of a crisis in Charleroi, all people physically present at that time will
automatically receive a SMS and so will the people who live in Charleroi but work in Brussels if
they have opted-in for that45. The system is free of charge for citizens. The first step to launch this
system was to modify the law to oblige mobile operators to cooperate and broadcast the
45
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messages, but also to ensure data protection and citizens’ privacy. One of the challenges in
Belgium was also to address the language issue as there are two official languages and Brussels
is a very cosmopolitan city due to the EU institutions located there. More info can be found on
the website: http://be-alert.be/ and when the system is launched.

Drones
Recently, drones have been used to alert populations and give safety announcements. For
instance, during an earthquake in Japan, disaster managers set up loudspeakers to several drones
that they flew through the damaged area to warn them about potential following quakes and
indicate meeting points (Brooks 2010; FSD 2016).
This could emerge as a best practice in the years to come, but requires a certain level of cultural
acceptance towards this technology.
From apps to Cell Broadcast, disaster managers and authorities can adapt the way to alert citizens
in case of disaster, and especially find the most suitable way depending on communities’ culture
and level of technology acceptance. However, for all the systems mentioned above, some
common questions remain. The alert system must be trustworthy, whether it is fully automatic
or still manual. This is true for all use of technologies during disasters and will be developed in
Section 2. Moreover, the system must allow alerting the whole population, which often implies
to have a multichannel program but with a unique message (from a content point of view). For
instance, in case of Chile, alerts are displayed by Cell Broadcast but also on social media, TV and
radio46 in order to reach the largest possible fringe of the population. Even though the content of
the message must be the same on all channels, the form may be different depending on the
platform and on the language spoken by the community. Indeed, CARISMAND D2.2 insisted on
the fact that “cultural factors such as language can contribute to an increased vulnerability. In
particular, when cultural groups immigrate, and do not fully assimilate the local language of the
country. Their vulnerability is exhibited during a hazard event because this barrier prevents them
from understanding the disaster management processes in place and even the emergency
messages.” For instance, in 2015, both the World Meteorological Organization (WMO) and the
World Health Organization (WHO) recommended that the heat-health warning system include
various languages47. Language is also an issue to deal with alerting tourists. As stated by Miguel
Etienne Pain, (JolyDays project director) during the “Hacking against Natural Disaster”
conference48, tourists are not enough considered in alert plans and Cell Broadcast systems are
still facing the language challenge as it cannot send a message in different language in the same
area. This is why he is working with JolyDays on alternative ways to alert tourists, through
partnerships with touristic apps such as TripAdvisor or Airbnb for instance. Other communities
with specific needs should also be considered. Indeed if Cell Broadcast is an opportunity to better
46

https://www.wayerless.com/2010/05/chile-como-funcionara-el-sistema-de-sms-de-emergencia/
This is further elaborated in CARISMAND D2.2
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reach deaf people (Kent 2013), blind and visually impaired people’s special needs regarding
disaster alerts are still not sufficiently addressed (Hakobyan et al. 2013; Malizia et al. 2008).
Despite all the technological options to alert citizens in case of disaster, this alert needs to be
taken seriously and thus to take into account cultural factors. For instance, before Hurricane
Matthew stroke in September 2016, some citizens in Florida didn’t evacuate despite the alerts
they received by SMS, on social and traditional media. This was attributed to their specific culture.
Indeed in this area citizens were found to be more afraid of wind disaster than water ones. Their
risk culture led to a mistrust of the alerts49. This example also shows that any technological alert
system is not autonomous and requires population education and information to be effective and
efficient.

1.2.2.

Situational Awareness

After a disaster strike, one of the first needs for disaster managers is to get an accurate estimation
of its consequences in order to better respond to the crisis. Technologies have proven to be
helpful by crowdsourcing the information about the situation, and on mapping the crisis to make
this information easier to use.

Crowdsourcing information
When a disaster occurs, the first way that crowdsourcing can help is by detecting the disaster
itself. For instance, when a felt earthquake occurs, EMSC detects it thanks to a system based on
crowdsourcing. Indeed, after an earthquake, people who felt it are seeking information and EMSC
observe peaks on the website traffic, on Twitter and on the number of users launching its app,
LastQuake. The peaks associated to the localization of the users allow EMSC to detect the event
within few seconds after the quake, and before the geological sensors (Bossu et al. 2016). This is
further described in CARISMAND D3.3a.
Damage assessment can also be crowdsourced as technologies allow having a direct contact with
communities on the ground who can comment about the extent of the damages. EMSC tools are
allowing the collection of testimonies from eyewitnesses which rapidly provide key information
for situational awareness. This has proven helpful for disaster managers. For all types of disasters,
eyewitnesses also comment on social media, which enhance the crowdsourcing. One of the
challenges is then to organize this crowdsourcing, through hashtags for examples if it is on
Twitter, or in special Facebook groups. This is one of the main goals of several VOST (Virtual
Operations Support Team) associations. VOST work and role in disaster management is further
developed in CARISMAND D3.1.
Crowdsourcing also requires paying specific attention to where the information may be located.
Indeed, depending on cultural use of technologies various platforms may be used. After Charlie
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Hebdo attacks on January 2015, a Wikipedia user gathered and organised a lot of information
within 30 minutes after the shootings. Less than 24 hours after, the page had been modified by
221 different users, seen 638 times, and translated in 45 languages50. During this event Wikipedia
had become a newsfeed, so was other platforms like Twitter. Crowdsourcing information also
requires questioning the missing information and the potential bias linked to technology use. For
instance, on Wikipedia it was found that women only represent between 8 and 16% of
contributors51, leading to a gender bias in information and topics. This bias holds true for other
platforms (CARISMAND D3.1) and should be considered when crowdsourcing information as
information regarding women situation may be lacking for instance.
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Case study: Crowdsourcing information in the wake of Amatrice earthquake
In Italy, a nonprofit project organized entirely by volunteers was recently developed with the aim of sharing useful and verified
information on seismic events that involved the center of Italy during the years 2016 and 2017. The Project in question is
TerremotoCentroItalia (TCI, http://terremotocentroitalia.info/about/) and is described in depth through a wiki address
(https://github.com/emergenzeHack/terremotocentro/wiki) that also allow the project to be disclosed and sustainable so that it
can be improved and fueled with useful contents.
TCI is a project based on an open source platform (Github: a large shared development platform) and as such can be
replicated for other purposes, not only to handle an emergency but also for other purposes which involve participation and want
to inform about a theme. You can consider it as an "operating system" for handling information about an event, and in this case
it is applied to an earthquake. Unlike other open source projects, TCI is not only a code-based project, but is based on a platform
that integrates multiple technologies and communication channels that implement various features developed on the basis of
specific needs emerged during the Amatrice earthquake. The philosophy on which TCI is based has been “christened”
AGOPENDI (AGgregate, Open, DIstribute). In particular, TCI is a method of information that consists of three basic principles:
1.

Aggregate: TCI retrieves information to aggregate them. The aim is to make a picture across multiple sources so that
more value can be generated by the aggregation of recorded content.

2.

Open: TCI opens the content, and in particular all data that represent the basis of the disseminated contents. All
processed data through the platform is made public and can be used to generate new information sources and services.

3.

Distribute: TCI distributes all the information processed so that it is a material that can be used by affiliating to its
communication channels.

In this way, those who want to stay up to date on the earthquake issue can simply join TCI rather than so many sources, because
TCI draws on all aggregated and processed material. TCI lives thanks the contribution of a community of activists (civic hackers)
that through “entrance doors” can feed various data streams in order to build up accurate information on the vicissitudes of an
earthquake. Anyone who connects to an “entrance door” to provide information can do it from earthquake sites or from places
far from earthquake lands, however generating useful information to other people. TCI's skills are mainly: HTML/JS/CSS
programmers, PHP, Python and Ruby programmers, social media managers, journalists, archivists, data managers, geodata
managers, field activation in emergency situations, transparency and open data processes.
Up to now, TCI is a web platform and an app (also linked with other online channels activated by the project, including Telegram,
Twitter and Facebook) where anyone looking for and offering can leave a contact with a simple online form (the purpose is to
make communities) and geo-referencing his/her request or availability. If people are directly involved during a disaster they can
also use a Telegram application to report promptly. All this gave the opportunity to create a series of maps, including those
relating to needs, available housing, ongoing fundraising initiatives, and an archive of documentation and public acts collected
through the daily work of volunteers, which can be a monitoring and service tool for all those who are involved in various
rebuilding tasks. The project has also started a mapping of associations and committees born in the affected territories.
In conclusion, the TCI project is a tool useful for the resilience of the territories, keeping alive the relations between the people
and enabling them to use the information to create value for citizens.
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Crisis mapping
An important input of crowdsourcing and crowd-tasking is to raise situational awareness is crisis
mapping. With open tools like OpenStreetMap, and an army of volunteers, maps can be created
to document the situation in a very visual way that will be helpful to disaster managers but also
to citizens themselves (Capineri et al. 2016).
Ushaidi52 services, for instance, enable citizens to report and locate, via SMS or web platforms,
crisis situations that they witnessed. Ushaidi has proven efficient in mapping the political crisis in
Libya, earthquake damages in Haiti and Pakistan, the 2014 tsunami crisis in Japan, etc. Crisis
mapping is a great example of individuals making a tangible difference in the disaster response
without actually being physically present.
For the moment, crisis mapping is mostly based on data collected through testimonies or found
on social media (especially tweets that are technically easier to collect than Facebook posts).
Articles drawn from online newspaper were also found useful for mapping damages and needs
after 2011 Christchurch earthquake (Beatson et al. 2014). However, big data linked to satellites
and aerial imagery is more frequently used as the technology improves. For instance, some
drones can now provide document the equivalent of 100 football pitches every two hours with a
precision that enable to see a two euro coin on the ground. Some crisis maps already take
advantage of multiple data types. It is the case for ‘Haze Gazer’ in Indonesia, which combines
multiple data points with videos from citizen and journalists, and information found on social
media. The project is providing disaster management authorities with a multidimensional, near
real-time sense of the situation on the ground.
The rapidly growing field of sensor technology applied to urban infrastructure but also of
wearable sensors could help gathering other type of data to add automatically to crisis mapping
(IFRC 2016). Metadata are also more and more used, as was the case during 2015 Nepal
earthquake. Metadata is data that provides information about other data. They can be collected
through devices such as cell phones. For instance, thanks to metadata population movements
can be tracked. Mobile phone data (such as the number of text messages or the duration of calls)
can be highly representative of the population’s literacy. Mobile activity can also provide signals
of flooding impact. After Haiti earthquake is was found that the most calls were made from the
most impacted areas(UN Global Pulse 2014). During 2015 Nepal earthquake, Flowminder53, a
small non-profit organisation, used metadata issued from Ncell (the largest mobile operator in
Nepal) to map population displacement (Figure 10). Flowminder had already used metadata to
study on the long term the return of Port-au-Prince inhabitants after the 2010 earthquake (Figure
11). More case studies about how metadata are used for disaster management can be found in
their report that they produced reports with the UN Office for the Coordination of Humanitarian
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Affairs (UN OCHA) (Wilson et al. 2016). Metadata appears to be a particularly interesting best
practice as it enables one to carry out dynamic mapping.

Figure 10 Flowminder map of population displacement after 2015 Nepal earthquake - Source: Wilson et al. 2016

Figure 11 Changes in the number of mobile phones inside Port-au-Prince compared to the number present in Port-au-Prince on
December 21st, 2009 – Source : Flowminder, http://www.flowminder.org/case-studies/haiti-earthquake-2010

An emerging practice could also consist in using Artificial Intelligence for crisis mapping (Meier
2015). However, Meier acknowledges that machine-learning is still facing some difficulties.
Beyond the nature of the collected data, crisis mapping is also about engaging and organizing
volunteers. Volunteering has been demonstrated to be impacted by cultural factors (CARISMAND
D3.1) and by a certain technological culture. If few skills are required to take part in a crisis
mapping experience, it still takes a certain level of perceived confidence to do so (Goodchild &
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Glennon 2010). Following what he calls the “Fischer Price Theory”, Patrick Meier recommends
that the mapping platforms are designed in a simple, fun and rewarding way (Meier 2008). Events
like the mapathons organised by the Missing Maps project54 help to engage volunteers, train
them in disaster mapping and map remote areas before disaster occurs with potentially crucial
information such as watering places and critical infrastructures which will help the humanitarian
response.
Several crises mapping organization are active during disasters; Standby Task Force, Humanity
Road, the Humanitarian OpenStreetMap Team or Crisis Cleanup are a few examples of these
organizations. However, it could become counterproductive if they all are mapping the same
crisis. It also questions the legitimacy of the institutions gathering the volunteers which may vary
with cultural factors.
Finally, regarding culture, as CARISMAND project has proven the importance of cultural factors in
disaster management, it could be interesting to get map layouts which include cultural patterns,
such as languages, religious majority55 or high poverty areas. However, one must always keep in
mind that mapping these kind of information could be misused since, as Goodchild & Glennon
(2010) remind us, maps have first been used for military purposes. Data privacy must always be
preserved.

1.2.3.

Citizens’ Information

Information gathered during the situational awareness process, partly thanks to citizens, should
be communicated back to the citizens to meet their information needs. Indeed, social media and
ICT have forced institutions to adapt to a two way-communication (CARISMAND D3.1).
Information has been recognized as one of the crucial needs during the response phase of a
disaster (IFRC 2005). This need varies along cultural factors (CARISMAND D3.1) and the
communication should thus be adapted.

Multichannel Information
As for alert systems, the best practices and literature revealed that the information system after
a disaster should be multichannel in order to be more efficient. This could include Cell Broadcast,
communication on both social and traditional media, as well as messaging apps. This enables one
to reach a large fringe of the population regardless of their specific technological culture and has
been largely described in crisis communication guides (Munro & Manning 2012; Reilly &
Atanasova 2016; Savoia et al. 2013). Besides, this multichannel strategy is more and more
implemented in the crisis communication strategies of disaster managers and authorities.
However, as technology keeps evolving, disaster managers must always find new ways to
communicate information. For instance, with the uptake of messaging apps, especially in Africa,
54
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the BBC decided to use WhatsApp during the Ebola Crisis to provide information about the
ongoing situation, but also safety tips to limit the spread of the epidemic56. The use of messaging
apps during disasters is further studied in the case study below “Messaging apps and disaster
management”. In Firenze, the civil protection also reported that crisis related information could
be shared on new interactive display panels in public places, in order to reach a large public and
especially tourists. Technology using geolocation represents a strong asset to match the
population needs and the information provided. For instance, during hurricane Matthew, the
FEMA used its app57 to target the communities in the risk area to provide shelter and evacuation
information. With LastQuake, EMSC also use users’ location to highlight safety tips to those who
may need them the most58.
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Case study: Messaging apps and disaster management
Instant messaging applications were found to be powerful technologies for maintaining
relationships, building identities, and functioning within an information based society (Jacobs
2016). Messaging apps such as WhatsApp, Facebook Messenger, Viber, WeChat, Telegram or
LINE are even becoming the primary mode of communication for hundreds of millions of people
around the world, including people affected by natural disasters or caught up in armed conflicts
(ICRC 2017).
For instance, the BBC used Viber to distribute verified information about relief efforts and
public safety in Nepal. During the 2014 Ebola crisis in Sierra Leone, more than 12,000 people
also signed up for WhatsApp groups organized by BBC Media Action which allowed them to
send comments, questions and programming requests. Research found that users appreciated
that it enabled to hear “people like them” voice their concerns, to access accurate information
and to ask questions about their situation (ICRC 2017).
Messaging apps are also used in the context of the migrant crisis. Indeed migrants were found
to use messaging apps to contact their relatives, to get information about best routes and to
get direct contact humanitarian institutions from which they expect fast response.
Acknowledging some cultural differences in messaging apps use, the IFRC (2017) recommends
that disaster managers assess learn how the people they want to reach communicate and which
channels they already use and trust. For instance, some organization found that they should
use recorded messages to reach people with limited literacy skills and also because it is more
used by Arabic speaking people. IFRC also recommend investing considerable time and
resources in verifying and validating any information received through messaging apps.
Another finding was that people with a cultural fear of surveillance mostly adopted Telegram
as the app is more heavily encrypted. Security, data protection and privacy are indeed questions
that should be addressed by organization communicating with messaging apps according to the
IFRC. Hence, the report recommends questioning the economic model and effectiveness of the
encryption for the company owning the messaging app system. This will give a clearer view of
what kind of information are sold.
Messaging apps for disaster management are emblematic of technology use in general during
a disaster. Indeed, to be efficiently used they require the same previous cultural use assessment
and raise the same privacy and economic model issues than other to technologies.

According to Patrick Meier (2015), chatbots59 and AI (Artificial Intelligence) could be considered
as emerging best practices to inform the population during a disaster. The Red Cross Digital
Operation Centre is actually working on this topic. The main challenge to be faced is related to
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machine learning. Indeed, chatbots and more generally AI need strong algorithms that cover a
large panel of situations from which they can learn. The machines not only need to share the right
information, but also to show empathy as this is a need from victims during the response phase
(Neubaum et al. 2014). Moreover, chatbots need to be designed and “educated” to respond to
the cultural specificities of the respondents (Marino 2014).
Last but not least, an emerging practice for information seeking is vocal search. According to
Google, 20% of mobile queries are made vocally and this is increasing60. Virtual assistants, such
as Siri or Cortana are training people to search using their voices and to become more
“conversational” with search and mobile devices. This could lead to creating new expectations in
case of emergency to provide immediate information or to call emergency services for instance.
However this is still not technically possible yet, as vocal recognition may not work well with
stressed people having abnormal tones. However, it is interesting to notice that virtual assistants
are given a personality and are built in respect with some cultural patterns as reported by
Jonathan Foster, in charge of writing answers for Cortana, Microsoft assistant61. He tells for
instance how Cortana takes cultural factors into account to make suitable humour. The answers
to someone talking about its homosexuality may also varies depending both on local culture and
Microsoft own philosophy about this topic. In a future we could imagine that Cortana also takes
risk culture into account to better respond to disaster queries.

A Unique and Visible Message
In order to be efficient, the information dissemination needs to be linked to a unique (as for alerts,
see section 1.2.1) and visible message. For this purpose, communicating actors must be identified
at every level. For instance, if for local crisis regional authorities are in charge of crisis
communication, they should have a consistent policy on social media. This consistency is yet to
be reached as, for example, in France some prefectures still don’t have an account on Twitter and
when they do, they are not followed much by citizens (Figure 12).
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Figure 12 Map of French Prefectures' presence on Twitter. Four departments (in white) still don't have an account on Twitter –
Source: VISOV62

Not only is there a need to be present on social media, but also to communicate adequately.
Social media communication norms, such as the use of emoji and the length of the messages,
(Highfield & Leaver 2016; Negishi 2014; SwiftKey 2015) must be adopted.
One of the problems with social media communication is linked to the attention economy (Miles
& Morse 2007). Indeed, social media is overflowing with information and during a crisis disaster
managers must insure that their message will reach the targeted audience. During the literature
review some best practices were found to respond to this challenge. First, Spence et al. (2015)
suggests that the same messages should be retweeted several times in order to ensure that they
appear in searches related to the event. They add that this is true even though “some users may
find this annoying, it is in all likelihood worth annoying individuals in harm’s way if doing so allows
access to critical information concerning health and well-being.” (Spence et al. 2015) On Twitter,
suitable hashtags use will help citizens to find tweets easily. Another challenge to be faced is that
social media such as Facebook and Twitter are ruled by secret algorithms that automatically
decide what information users are shown (ICRC 2017). For instance, on Facebook posts with many
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reactions will be prioritized63. Partnerships between disaster management organizations and
large tech companies are slowly being set up in order to increase the visibility of crucial
information in case of disaster as was mentioned by several actors during the annual EENA
conference in 201764. For instance, Twitter is working on disaster response strategy to highlight
safety tips and disaster related information from official sources when necessary (Cooper et al.
2015).

A User-centred Communication
Sellnow & Vidoloff (2009) stressed that it is of prior importance that any communication related
to a crisis situation be sensitive to any cultural differences between groups affected by the
situation. Consequently, messages should be disseminated in ways that reach under-represented
populations including the poorest, and people who have limited access to mainstream media
(Akhgar et al. 2017). The messages must also be carefully written in a user-friendly way. A survey
led by Bean et al. (2016) investigated how people interpret Wireless Emergency Alerts (WEAs)
and Twitter-length messages (‘tweets’) delivered over mobile devices for an unfamiliar hazard (a
mock improvised nuclear device detonation in a major U.S. metropolitan area). Results showed
that WEAs and tweets were often deemed confusing, difficult to believe and impersonal.
Participants also found them to be fear inducing and uninformative. People didn’t know what to
do in the aftermath of a nuclear device detonation.
This has been well understood by the Belgium Crisis Centre. Their spoke-person, Benoit
Ramacker, reported during the 2017 EENA conference that the communication strategy is based
on four principles: “we know; we do; we care; we will be back”. This has been set up to meet
citizens’ information and emotional needs. The first step is to give information about what the
authorities know for sure about the situation. Ramacker acknowledges that there is always a
delay between what eyewitnesses know and what the authorities can confirm. This must be
accepted and explained to the public. Only verified information must be asserted but authorities
can communicate on the fact that there might be something going on. Then there is a need to
reinsure the population about the fact that actions are taken to respond to the crisis and to check
information. This gives time to monitor social media and identify the population informational
needs. Third it is crucial to show empathy towards the victims and traumatized citizens. Finally, it
is important to state that the response is ongoing and that the communication will continue with
updates. This communication strategy has been used during Brussels attacks in March 2016 and
has been rewarded for its efficiency by an EENA Award during the 2017 EENA conference.
Moreover, the Belgium case is also a best practice as they used a multi-language communication
because the country has two official languages and because the terrorist attack targeted the

63http://www.blogdumoderateur.com/facebook-reactions-algorithme-

visibilite/?utm_source=Sociallymap&utm_medium=Sociallymap&utm_campaign=Sociallymap
64 All presentations are available at : https://www.slideshare.net/EENA-112/presentations
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airport, where many foreigners were. Indeed, just as for alerts, language must be adapted to the
local population.
This was well understood by Earthquake Guy, an anonymous Reddit user who is providing the
social media users with information about earthquakes. During an interview for CARISMAND
project he explained that when a strong earthquake occurs, he shares seismological information
from seismic institutes such as the USGS or EMSC, but also information in the local language from
sources that he identifies as local trusted sources. And he does so even if he does not understand
the language himself. The Earthquake Guy is an interesting example of how citizens can empower
themselves during disaster and use social media to meet others’ needs. Indeed, during the
interview, he told how his own disappointing experience related to media coverage after a strong
earthquake he felt lead him to seek information by himself. He then decided to share his
knowledge to meet other citizens’ information needs as he understands them for previously
feeling them. He seems to meet this need so well that Reddit users have bestowed him a kind of
responsibility, and are waiting for him to provide information as soon as an earthquake strikes,
even though he is not a seismologist. This illustrates how technologies enable, for the best, timely
information sharing after a disaster.

Avoiding and Countering Rumours
Technologies and especially social media have been reported to be a tool of rumours proliferation
also in case of disaster (Mendoza et al. 2010). Avoiding and countering fake news and rumours is
one the main challenges faced by disaster managers and authorities, as information needs to be
trusted and trustworthy to be efficient, especially during the response phase. Studying how
rumours are spread during crises such as Nice terrorist attack (14/07/16), Nicolas Vanderbiest
asserts that they are spreading when some questions are not answered, when there is a lack of
information (Vanderbiest 2016a). To avoid the spread of rumours the first thing to do is then to
provide timely information, acknowledging that the absence of information is already a piece of
information and can be communicated. Studying social media use during the Great East Japan
Earthquake, Kaigo stated that “ the contagion of false rumors was very rapid through Twitter, but
once Tweets that negate the false rumors begins to appear, the false rumors decrease quickly on
Twitter (Kaigo 2012).
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To counter rumours, the first thing to do according to Nicolas Vanderbiest, is to fact check them.
Technologies can help for this fact-checking. For instance, Google image tool enables to rapidly
find all the occurrence of a picture and then to determine whether it is related to the ongoing
disaster or it is an old picture (Jomaa et al. 2016). In Kyrgyzstan, volunteers also gathered on
Skype to counter the spread of rumours. Indeed, Patrick Meier (2011) reports that during a period
of ethnic tension and violent conflict in 2010, rumours about humanitarian aid being poisoned
and about cross border attacks carried out by a particular ethnic group were spread via SMS. A
Skype chat was created with people sharing and validating information in near real-time. Meier
states that this method proved effective because “members of this Skype group constituted a
relevant, trusted and geographically distributed network”. Indeed, both the network of people
and the technological platform were culturally perceived as adapted to respond to this situation.
These examples also point out that not all rumours are easily visible as, unlike social media, SMS
are rather private.

Case study: Twitter’s policy for disaster response
Launched in 2006, Twitter claims 317 million users worldwide. Aknowledging that Twitter had
proven useful during disasters (Kaigo 2012; Umihara & Nishikitani 2013; Cooper et al. 2015),
the company has decided to take a step further by taking an active role in the disaster
management process. During the 2017 EENA conference, Twitter’s policy for disaster response
was presented. The following paragraph is based on this presantation.
Twitter policy includes a permanent disaster monitoring. When a disaster strikes, Twitter
retweet official information from authorities and governments and ask local celebrities to do
the same. Twitter can also give more visibility to official messages and activate a prompt for
evacuation. Twitter also offer local NGOS the possibility to create a “moment”. This feature
enables to gather information related to a specific topic, disaster related information in that
case.
Twitter also encourages users to turn on notifications, private message contact (DM) and
location so that they can receive and provide precise and accurate information. New Twitter
users located in the disaster areas are also suggested some official accounts to follow so that
they can easily access the relevant information. In case of issues with the internet connection,
users can also tweet via SMS.
These actions taken by Twitter require prior partnership with local authorities and disaster
lanagers so that they are well identified. This policy is motivated not only by humanitarian
purposes but also by business ones.
In his book, Digital Humanitarians (2015), Patrick Meier also states that AI could soon help to
verify information thanks to strong algorithm and machine learning. Indeed, fake tweets for
instance were reported to have a specific structure and a specific dissemination model.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 653748.

45/79

Finally, once proven that a piece of information is fake, disaster managers, authorities and even
citizens must re-establish the truth and label it as fake. In his research, Nicolas Vanderbiest shows
that usually two communities are coexisting on social media, one spreading the fake news, and
the other checking it. But to efficiently counter the news and having it recognised as fake the two
communities must meet. Indeed, stating that a piece of information is a false rumour is not
enough. It must be said and proven within the community from where it started. This can be
done, for instance, by using the same hashtags as the rumour community (Vanderbiest 2016b).

1.2.4.

Technically Enabling Efficient Communication

If information is key during the disaster response phase, it requires efficient technologies in
proper working conditions. Energy shortage, critical infrastructures dysfunctions or pressure on
the bandwidth can indeed hinder communication and the information sharing processes.
Some individual initiatives from radio amateurs led to partnerships between emergency services
and amateur radio associations such as in Canada, in the USA or in Italy. For instance, During
Hurricane Katrina, more than one thousand radio amateurs volunteered to provide
communications for the American Red Cross, The Salvation Army, and other individuals related
to the relief effort65.
More recently, both large tech companies and smaller ones have come up with technical and
technological solutions to overcome communication related challenges. For instance, FireChat66
is a mobile app, based on wireless mesh networking technology. It enables smartphones to
connect via Bluetooth, Wi-Fi, or Apple’s Multipeer Connectivity Framework without an internet
connection by connecting peer-to-peer. Developed in 2014, it has proven useful to connect
people during disaster including floods in Kashmir (April 2015) and Chennai (October 2015), the
eruption of volcano Cotopaxi in Ecuador (August 2015), or hurricane Patricia in Mexico (October
2015). Based on its usefulness during disaster, FireChat also developed an alert system. In Mexico
indigenous population also created their own communication and internet network in order to
be more independent and also more resilient67.
Large companies also took initiatives in this domain, serving both business and humanitarian
purposes. In order to establish mobile networks during relief efforts, Ericsson set up the Ericsson
Response initiative that is supporting telecommunications requests in disaster situations, in
partnership with the United Nations and other non-governmental organizations (IFRC 2016).
Facebook is also working on a project to set up Wi-Fi with drones68.
Citizens also play their part with spontaneous initiatives to open access to their Wi-Fi when
necessary. After Amatrice earthquake the Italian Red Cross even asked citizens to do so (Figure
65
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13). However, as stated by Samuel Iheanyi Nwankwo69, this raises some concerns about postresponse phase potential malicious use of the network if it has not been locked back. He reports
that a solution to provide a more secure and less intrusive way to access the Internet during an
emergency situation can come from Internet Service Providers (ISPs). They can make Wi-Fi
endpoints part of the end users’ Internet router which will turn modems into public hotspots, and
has already been done by European ISPs such as Telenet, Proximus, BT, SFR, etc.

Figure 13 The Italian Red Cross asked to open access to Wi-Fi after Amatrice earthquake - Source: Crosse Rossa Italiana Twitter
account

Finally, another best practice consists in developing smartphone apps that can be used off-line if
communication infrastructures are damaged during a disaster. This enables to provide
information about floods and tsunamis predictions depending on the earthquake characteristics,
and enables access to an embedded manual with earthquake related safety tips (Yuze et al. 2013).
Unfortunately, the app developed for the survey has not yet been launched for the general public.

1.2.5.

Contacting Emergencies and Getting Help

When dealing with contacting emergency issues, one must take into account the victim
constraints (vulnerability, location, situation, etc.), the emergency services constraints (logistical,
data processing, etc.) and the technological opportunities. CARISMAND D3.1 and the Citizens’
summits have demonstrated that the process of contacting emergencies services is partly
influenced by cultural factors.

69https://blog.iri.uni-hannover.de/index.php/2016/09/23/unlocking-wi-fi-encryption-during-disaster-response-operation-
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Through a long process starting in 1972 and finishing in 2002, the EU has set up a unique
emergency number, the 112. From any EU country, calling this number now leads to local
emergency services. However, the knowledge of this technological improvement is fairly low. A
study showed that in 2013 only 27% of EU citizens knew about the 112 (TNS 2013). This points
out the importance of giving visibility to technology tools that can help disaster management.
Other technological innovations and practices have proven helpful to improve the emergency
services contacting process. With smartphones, people can not only pass voice calls but also send
text messages, videos or their precise GPS coordinates. These can be crucial information during
emergency situations. Specific devices can also directly connect the user with emergency services
by only pressing a button, which can be useful for vulnerable people who do not use mobile
phones such as some elderly for instance.
These innovations can help deaf and mute people to easily reach emergency services by sending
a text message. For instance, in France they can text the 114. However, this service if for now
specifically dedicated to disabled people, whereas texting emergencies could be useful also in a
situation where the victim cannot talk for safety reasons. It may also become a citizens’
expectations as texting is becoming an important part of the technological and communicational
culture (Jacobs 2016). As such, the US and Canada are progressively setting up 911 texts70. It
requires a lot of coordination from the various emergency services, local authorities and
telecommunication operators. It will also call for specific training for the operating teams who
might be exposed to shocking pictures sent by endangered people.
Technology can also solve the location issue. Indeed, one of the main problems for emergency
call centre operators is to get a precise idea of where to send the rescue teams, as sometimes the
caller does not know their location, some are too stressed to give coherent information and in
some parts of the world there are not many street names. In response to these challenges several
innovations can help. For example, the AML (Advanced Mobile Location) system was developed
to locate the calls with strong accuracy71.
A new Twitter feature, currently in private beta, could also be helpful in that matter. Through
Twitter’s Direct Messaging API, it will be possible to initiate direct messages and to use these DMs
to request location information from the user’s phone. This could enable specific accounts to
automatically ask users what their location is and share it via DM (and not publicly so that some
privacy is protected72).
During the best practice monitoring, some mobile apps aiming at contacting emergencies have
been found. “Fress 112”73 for instance enables users to contact 112 services and provide, in real
time, information through calls or chat and to send pictures, videos, GPS coordinates and relevant
70http://www.theglobeandmail.com/news/national/next-generation-911-crtc-braces-for-emergency-video-andtexting/article33631341/
71 http://www.eena.org/pages/aml; http://www.eena.org/download.asp?item_id=209
72 http://sm4good.com/2017/04/11/twitter-in-emergencies-organizations-can-now-request-and-share-locations-via-dm/
73 http://www.fress.org/en/home.html
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health data (pre-registered). Moreover, through the chat, users can use a series of emoji and
drawings (Figure 14) to describe their situation and communicate despite the potential language
barrier. If visual communication can be really efficient in this kind of situations it still requires that
the emojis or drawings are understood universally (Kelly & Watts 2015) and it requires that the
call taker platform can technically read them. This also raises the questions of apps real addedvalue compared to phone calls and text messages. Indeed, as stated by Ekl (2017), from the
emergency services’ point of view it also requires trainings, and interoperability of the systems if
data come from several emergency apps. They must also ensure that the system will work on
every phone, even the older ones. And they would face legal issues regarding data protection.
Issues are also linked to the citizens’ education: how can we teach all citizens to contact
emergency services through apps when they previously contacted them by phone only.
Moreover, this again requires users to download the app and to keep it even if it is perceived as
useless.

Figure 14 FRESS 112 app. Users can use emojis to communicate with the call taker and describing their emergency situation.
Screenshot from PlayStore

The example of emergency apps reveals that creating new tools is not always a good practice and
focus could be done on improving already existing ones in cooperation with stakeholders such as
emergency services, and citizens.
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1.2.6.

Finding Relatives and Reassuring Them

Another need that technology can help meeting during the response phase is finding relatives
and reassuring them about our own safety (Neubaum et al. 2014). Before mobile phones, some
people used to watch TV in the hope that the journalist would interview this person (Shklovski et
al. 2010). Mobile phones and smartphones have made this research more efficient. Back in 2005,
the French NGO Télécoms sans Frontières provided free mobile phone services so that tsunami
survivors could talk with friends and relatives (IFRC 2005).
Facebook Safety Check (Figure 15) is probably one the most popular tool that recently helped
people finding relatives and reassuring them. Launched for the first time in the wake of the April
2015 Nepal earthquake, it has then been used during Paris, Berlin, Stockholm and Brussels attacks
and other numerous events. One of the main strength of Facebook is that the social network
gathers 1.86 billion monthly active users74. Facebook Safety Check has become so important
during crisis response that authorities now encourage citizens to use as was the case with Axelle
Lemaire, member of the French government, during Nice attacks.

Figure 15 Example of Facebook Safety Check Notification - Source: Facebook

After facing some criticisms due to arbitrary launches (it was launched in Paris but not in Beyrouth
a day before) or too long delays (in Brussels it was launched three hours after the first attack),
74
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Facebook has made some changes to its system to make the launches more automatic75.
Facebook Safety Check is now launched on request of users. When an event occurs, Facebook
sends a notification to all users in the area, asking if they are Okay and inviting them to ask their
friends who are also potentially in the area. The feature is available in 80 languages, and Facebook
added a suggested group feature for people affected by the crisis. Nevertheless, the system needs
some adjustments as it was reported to trigger false Bangkok bomb fear in December 2016 76.
Moreover, thanks to Facebook Safety Check one can know who is safe, but missing information
about a friend who has not yet been marked as safe can create additional anxiety. Indeed, not
being marked as safe can have several meanings: maybe the person is indeed in danger, but
maybe she is asleep, or not in the impacted area. In a lesser extent, this feature was also
identified as a best practice to implement by LastQuake users, as described in CARISMAND D3.3a.
Users are now offered the possibility to contact their relatives via SMS in case of potentially
damaging earthquake.
Because Facebook Safety Check does not give information about missing people, but also because
not all citizens are Facebook users, other tools and initiatives are required and used to find
relatives. During Hurricane Katrina, some online safe lists were created by citizens to censor the
missing and found people. They provided “vital information about the safety and whereabouts of
friends and family and created a sense of community presence and hope” as reported by
Shklovski et al. (2010). A more institutional and systematic platform was then created by Google.
Google Person Finder, launched after the Haiti earthquake in 2010, allows, through a very basic
interface, to either report about a missing person or gives information about a found one. The
service was made accessible by SMS in the aftermath of the 2015 earthquake in Nepal, in order
to better fit to the context and technological culture of the local communities.

1.2.7.

Evacuation and Population Displacement

Evacuating a city or a community requires great coordination between all stakeholders and a
general view of the situation. Over-crowding and jamming are the main challenges to face during
evacuations (Schadschneider, A., Klingsch et al. 2008). For instance, the Katrina evacuation
caused massive traffic with people who couldn’t leave New-Orleans (Shklovski et al. 2010).
ICT has a great potential to efficiently help monitoring the situation. Indeed, within the DFUSE
project, it was estimated that not using information from Social Media may increase final
evacuation time by as much as 350% (DFUSE 2013). A survey by Reuter & Spielhofer (2016)
conducted within the EU Emergent Project77, showed that among the respondents that had once
used social media for emergency purposes, 70% were looking for road and traffic conditions.
Moreover, driving apps such as Google maps or Waze and their communities can provide
information such as traffic in real time and allow individuals to ask questions to many others.
75
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Driving apps are used on a daily basis and are trusted by the public. In return, this high level of
use enables the Maps and Waze to crowdsource the situation precisely and in real-time.
However, the fact that not just the authorities who are directing the evacuation can access realtime traffic information has modified the evacuees’ behaviour. Indeed, individual evacuees can
also access this information freely and make their own decisions accordingly (Schadschneider, A.,
Klingsch et al. 2008). This has selective effects since it mostly concerns these apps and social
media users. Based on game theory, Fry and Binner (2015) intended to model evacuations when
all the evacuees are aware of the situation. Facing the number of parameters, they concluded
that to counter the effect of open and free access to real-time information, emergency managers
should cooperate on social media and with traffic involved tech companies. This will avoid the
spread of false rumour or additional crisis linked to road networks not robust enough.
In that purpose, Waze is setting up partnerships with authorities and disaster managers to better
deal with evacuations situations. They are also providing special features in their app in case of
disaster. For instance, after the 7.8 earthquake in Ecuador in April 2016, Waze helped evacuation
by monitoring in real time the situation, advising some specific routes. They also mapped shelter
places and emergency evacuation points. Flooded roads were marked as closed and the
community of Waze users crowdsourced information about stations where gas was still available.
Finally, places to make food, water or clothe donations were also pin pointed 78. A better
cooperation with authorities will also help to avoid side-effects such as after Paris attacks in
November 2016 when police were tracking terrorists and all the checkpoints were mapped on
Waze.

1.2.8.

Shelter and Food Provisioning

Finally, social media, mobile apps and the online communities that are associated with digital
tools have been found efficient in organising shelter. For instance, after the 2011 Tuscaloosa
tornado it was found that social media users were seeking information about shelters in more
various platforms and types of media. Better informed, they were also slightly more numerous
to have found a shelter (Stokes & Senkbeil 2012).
During Paris Attacks in November 2015, the #PorteOuverte [#OpenDoor] was launched on
Twitter, based on an individual initiative. It enabled people living next to the attacks areas to
offer a shelter to unsecured people in the streets. Identified as a best practice in case of terrorist
attack, the same hashtag was also used few months later in Brussels, and then in Nice. It was also
translated for Berlin attacks. Sylvain Lapoix, who started the hashtag the first time in Paris,
explained during an interview how he has been solicited for each of these other attacks to
support the hashtag. However, during Manchester attacks in May 2017, the most commonly
used hashtag was not #OpenDoor but #RoomforManchester, which may be more relevant on a
78
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cultural and linguistic point of view, in the English context. It was found that local authorities’
representatives (such as Andy Burnham the Mayor of Greater Manchester) have also identified
it as a best practice and encouraged the population to use it.
Large Tech companies have also launched special programs to help people find shelter. Facebook
has just launched its Community feature that enables to give visibility and organize the shelter
offer and demand. Airbnb, the online marketplace and hospitality service which enables people
to lease or rent short-term lodging, also plays a role. Indeed, when a disaster occurs with
sheltering needs for the population, Airbnb contacts its users to warn them about the event and
to offer them to volunteer and to host victims for free. They also communicate on social media
in order to give visibility to this shelter opportunity. Once again, with this program the large tech
company is pursuing both business and humanitarian purpose79. As for now, the number of
people who actually benefitted from this service is not massive. In 2016, the tool was activated
for 34 disasters, 1,5K hosts opened their homes, and 3K nights were booked either by displaced
people or relief workers. However, with 2 million hosts in 34K cities the service could increase,
even though it relies mostly on volunteering and thus partly on cultural factors.
Finally, regarding humanitarians camps, technology has been found very helpful as, for instance,
they can be equipped with Wi-Fi, as it was found to increase significantly refugees well-being
(Vernon et al. 2016). Drones can also help in improving the way camps are organised and
provided with foods (FSD 2016). Drones are indeed particularly useful for food delivery,
especially in remote areas. (FSD 2016; Choi-Fitzpatrick et al. 2016; Boyd 2014). However, as
stated previously, their acceptance is highly cultural and should be studied locally before use.
Drones construction, design and use are evolving at a very fast pace (Meier 2015), faster than
the legal frame than is still in use though in many countries.

Case study: technology Use for the European Migrant Crisis
With the arrival of migrants crossing the Mediterranean Sea, mostly fleeing Syria and Afghanistan
(Clayton 2015), humanitarians, authorities, citizens and tech companies have developed
technological solutions to better respond.
First, as not all migrants and refugees have access to mobile or smartphones, partnerships such
as between Vodafone and the Red Cross, were found to provide access to telecommunications.
Indeed, through a camping-car in several Italian migrant camps Vodafone allowed migrants to
use a phone to call their relatives to reassure them. They had three minutes each.
For migrants who can access internet on their mobile phone (often a shared one) (Yang 2008;
Vernon et al. 2016), messaging apps have been found useful to find data on the intended country
79
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of destination (including legal information); initiate contact with smugglers or brokers; get
updated information on migration routes and verify rumours; and also access safety and rescue
services while in transit (ICRC 2017).
Moreover, many apps have been specifically designed to meet their needs. These apps had to
take into account that migrants are facing precarious situations also in term of access to power
and Wi-Fi. Thus, most of the platforms were designed to be light both in terms of data and battery
use. To be used they also had to be free, unlike the Tarjemly app which provided live translation,
but cost a minimum of 14 dollars (USD) which may be too expensive for refugees.
On the contrary, Ankommen80, an official project run by the German authorities, freely helped
refugees in the basics of social interaction and during the first few weeks of complete ignorance
of German. An interactive section designed by the Goethe institute teaches the basics of German.
Through the app help is also provided to find employment. Information on German culture and
values are also available in the app which operates in Arabic, English, Farsi, French and German.
Once downloaded, the app can operate offline.
Individuals from hosting countries were also found to develop apps for migrants such as a
Hungarian couple who launched InfoAid. The app updates users in multiple languages on crucial
travel details such as border crossings and transport departures. A review on the Google Play
Store reads “Bad government but wonderful people :)”, symbolically emphasizing the citizen
empowerment to counter the authorities’ failure in responding to the crisis. Syrians themselves
have created tools to help each-other. For instance, Gherbtna is an app designed to help Syrians
newly arrived in Turkey navigate this new and unfamiliar territory. Mojahid Akil, a 26 years old
computer programmer, used his own experience as a Syrian refugee to provide critical
information. Through the app refugees can find information related to asylum procedures,
opportunities for jobs or housing. A forum feature also enables them to ask questions about
health or education for instance. With over 40 000 downloads the app started being popular in
Turkey and was found to be helpful to guide users find a Syrian restaurant, an Arabic speaking
doctor and advice on Turkish customs and courtesies81. In Germany two Syrians migrants are also
developing an app, BureauCrazy, to help their peers to understand the German paperwork and
general administrative procedures. The project is currently being crowdfunded82.
Some of these migrant-dedicated apps and technological tools emerged from hackathons which
took place all over Europe. Hackathons are events in which computer programmers and others
involved in software development collaborate intensively on software projects linked to a specific
issue. For instance, Where2help, an Austrian platform for volunteers, was the winner of “Refugee
Hack Vienna” in early October 2015.
Because a lot of these initiatives gave information from a local or national point of view and there
was a bit of redundancy, Google partnered with a number of NGOs to create the Crisis Info Hub
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to support informational needs for new comers. The open-source platform was developed to be
both accessible and easy to update since the policies and practice could change on a daily basis.
The social enterprise “Techfugees”83 also mapped the market of tools for refugees and launched
an incubation program with local partners to help designing user-centred tools, sometimes cocreated by refugees and always culturally aware.
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1.3.

Recovery

1.3.1.

Emotional and logistical support

After a disaster emotional support is needed from victims but also the entire community. (Butler
2009).
Social media have played an important role in gathering communities after disaster, not only to
share information but also to seek emotional support. Back in 2011, for instance, after the Joplin
Tornado, a Facebook group was set up for people to express their feelings (Williams et al. 2012).
Klastrup (2014) also studied the role of RIP pages on Facebook. After a disaster, some pages are
created to pay tribute to victims. She demonstrated how these pages were used by people who
did not know the victims and sometimes didn’t even live in the area. But because they were
psychologically affected by the disaster they felt the need to mourn with the community. Creating
digital symbolic space for mourning thus appears as a best practice. These are usually initiated
first by individual initiatives. During Paris Attacks in November 2015 the same role was played by
the #PrayForParis, which was used internationally. The success of the hashtag was partially
attributed to Justin Bieber whose tweet using the # was massively retweeted by his fan
community (Chong & Kim 2016). It is interesting to note that the pattern #PrayFor… has become
a social norm on social media for post-disaster reaction as it was also used for Berlin, London,
Orlando, etc.
Social media are also a place where humour is used after a disaster, as a social response to the
crisis. It helps a part of the audience to recover and to be resilient. For instance memes were used
for the Ebola crisis (Marcus & Singer 2016) and are common after an earthquake (see CARISMAND
D3.1). Crisis memes are reported by Rintel (2013) as emblematic of communication norms on
social media, based on freedom of speech. He stated that even if sometimes perceived as
shocking they should not be forbidden as they are part of the normal emotional return to normal
phase.
Finally, studying recovery phase after the 2O14 Great East Japan earthquake and tsunami
response, Mitomo et al. (2013) and Cheng et al. (2015) found that people who had taken part in
the response through social media had also positively contributed to the recovery action that
they considered as a civic action. This is partly linked with the fact that social media are efficient
tools to recruit and organize volunteers after a disaster (Griswold 2013; Zook et al. 2010).
During UK Riots in 2011 for example, parts of London and other cities in England suffered from
extensive disorder and even loss of human lives. #RiotCleanup became one of the most popular
hashtags on Twitter. It was supported by over 60,000 people and lead to online and offline
recovery actions. The actions to clean up the streets were then supported by the local authorities
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(Panagiotopoulos et al. 2014). The same happened after Vancouver riots in 201184 and the 2013
floods in Germany85.
On a longer term, social media are key to preserve the remembrance of past disasters and
encourage risk culture. Tandoc and Takashi demonstrated that after Typhoon Haiyan, which hit
the Philippines in November 2013, Facebook had been used in three different ways. First, it
became a platform for survivors to tell their friends and family they survived. Secondly, Facebook
provided a means for residents to participate in the social construction of their experience.
Finally, for a longer period, it has been used as a venue for survivors to manage their feelings and
memories “by documenting—and memorializing—what they experienced and how they are
moving on” (Tandoc & Takahashi 2016). Thanks to digital it is indeed easy to keep trace of past
events, to commemorate disasters and thus to revive risk culture.

1.3.2.

Access to Funds and Cash Transfer

With the rise of mobile phones, mobile donating has become a way for humanitarians to collect
funds after a disaster. For instance, in 2008 the American Red Cross launched the Text 2HELP
campaign in collaboration with the Wireless Foundation. $190,000 USD were raised through
38,091 text messages to provide relief for victims of natural disasters like Hurricane Gustav and
Hurricane Ike. For the 2010 Haiti earthquake, the American Red Cross has raised over $32 million
within one month after the disaster, which demonstrated the potential for micro donation
through text-message. Smith (2012) found that the text donors gave money without thinking of
it for long, they did it in the instant because it was quick and easy. They were also found to
encourage their relatives to do the same even though they did not seem particular interested in
the outcome of the crisis. If mobile donations have been found very helpful and numerous, they
are still raising the issue of opacity in terms of where the money actually goes, as it adds another
intermediary (Nagar et al. 2012).
On the other side, technology is also used to transfer money to local populations in need. With
more and more payments being digital, humanitarian organisations helping in the recovery
process are also using virtual cash. For instance, technology is being leveraged to provide affected
persons with ‘smart’ cards (a plastic card with an embedded chip containing information on the
recipient and the benefits to which they are entitled) that help minimize fraud and loss. Cash
transfers instead of good distribution were indeed found to enable feelings of normalcy and
dignity in the face of huge upheaval in people’s lives (IRC, 2015).
Initiatives like Helperbit, a web-based platform that uses Blockchain technology to send money
using Bit-coins, could “push practice even more and revolutionize the way that money is donated
directly to people affected by crises in extremely rapid, transparent and cost-effective ways”
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(IFRC 2016). The UN Refugee Agency (UNHCR) and the Cairo Amman Bank in Jordan are also
working on a project to use iris scanning technology to enable refugees to access funds.
Cash transfer thus appear as one of the domains in which technology could, in the years to come,
enable local affected communities to empower themselves and spend the money in a way that
suits them and that respects their cultural norms.

1.3.3.

Return on Experience (REX)

Return on experience (REX) process aims at identifying what worked during the crisis and what
did not. Compiling, assessing and applying lessons learned is part of the REX process that is eased
by ICT.
Internet archives can be used to collect data on how citizens used online tools during the crisis,
and also how they perceived the authorities’ communication. For instance, after the 2014 Japan
earthquake and tsunami researchers in partnership with authorities tried to map the use of social
media, especially Twitter as data are easier to extract86. However, archiving and analysing the
Internet is still challenging as is it massively used and it requires setting up time and topic boarder.
Moreover, the entire Internet is not currently archived and metadata quickly evolve so results
can be hard to compare in time. The archives are also impacted by the social media cultural use
at the time of the archived event87. For instance, the way we write tweets and use hashtags is
evolving quickly. Hashtags in kanji used to not be recognised on Twitter, which meant that
Japanese users often used roman hashtags, sometimes with a Japanese translation88.
REX after Brussels attacks enabled Nicolas Vanderbiest to identify six stages in the disaster
response phase on social media, which were confirmed thanks to a comparison with 5 other crises
(Vanderbiest et al. 2016). The first stage is the information stage, during which users are seeking
information about the ongoing situation. Then comes the emotion phase during which people
will express their emotions such as denial, shock, sadness, anger, etc. The information and
emotion stage coexist in a third one (the transition phase) as not all users were present during
the first one and new information may come out. In fourth comes the organisational phase during
which people will structure themselves and choose their hashtag to communicate. The phase of
interest comes in fifth, with both interest for details and personal stories about the event and
interested initiatives from some artists or brands for instance. Finally, the event ends on social
media with the disorganisation phase during which some communities will try to break the
organization reached in stage 4. This was embodied by the « I’m not Charlie » controversy for
instance. This pattern of reactions on social media has been confirmed by Truc ( 2016) who

86

https://wiki.digitalmethods.net/Dmi/DmiSummer2014MappingTheJDArchive
Attentats, médias et société : quelles pistes pour la recherche ? » INA Conference, Paris, 7/11/2016,
https://vimeo.com/190847692
88 https://www.techinasia.com/twitter-hashtag-languages
87«
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studied the rise of social norms and habits in the way citizens react to terrorist attacks, not only
emotionally but also though their online behaviour.
This REX enabled the Belgium Crisis Centre to validate and improve its crisis communication
strategy presented in section 1.2.3 above. Data issued from social media analytics can then be
used for reputation management. By showing that the situation was well handled and that
citizens are happy and grateful, authorities and disaster managers can strengthen trust (Denef et
al. 2016). This was also done by Brussels police after the Brussels lock down in November 2015.
Indeed, police had asked journalists and social media users not to spread any critical information.
On Twitter, users started to share Lolcats, typical elements of Lol culture (Dagnaud 2011), instead
of information. Police thanked these users by posting a “reward” in a humorous tone (Figure 16).
More example of lolcats use during this crisis can be found here
http://www.bbc.com/news/world-europe-34897645. This contributed to build a relationship
based on mutual trust between citizens and police as they communicated using the same social
and cultural norm.

Figure 16 Post of the Belgium Police after Brussel Lock Down: “For all cats that helped us yesterday night… Help Yourself!
#BrusselsLockDown

Finally, REX can help improving cities’ infrastructures. For instance, in Japan, mobile-phone data
was used to track population displacement after the 2011 Great Eastern earthquake and tsunami.
It was subsequently used for decision-making in infrastructure planning and disaster
management (IFRC 2016). Data from driving apps such as Waze could also be used to analyse
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congestion and blockage spots in the network to think of new evacuation routes (Fry & Binner
2015).
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2. Lessons Learnt from these Best and Emerging
Practices
2.1. General Guidelines: How to Encourage LargeScale Adoption and Adapt these Practices to the
Needs of Different Cultural Groups and Different
Type of Hazards
Findings from CARISMAND D3.1 revealed that whenever a crisis occurs, people will adopt a
technology if it meets their needs, especially in terms of information provision (which should be
timely and accurate) and emotional support. Yet, needs during a disaster are influenced by
various cultural factors, such as gender roles or trust in the authorities. Secondly, people will use
a technology that they are familiar with and that they trust. Culture has been found to influence
both technology uses during normal times and trust in the various authorities and emergency
services. Based on these previous results and on the best practices identified above, general
guidelines on how to encourage large-scale adoption are drawn in this section. They will also help
adapting these best and emerging practices to the needs of different cultural groups and different
type of hazards.

2.1.1.

Know Local Population Habits

The first guideline may feel like “déjà-vu” but still needs to be reasserted: the local population
habits and culture must be known. Not only must their needs be assessed, but also their
technological culture and habits. Indeed, people will use the tools that they already know and use
daily. Facebook, Google, Twitter as well as Waze and Airbnb are great examples to illustrate this
point. Even though these tools were not designed for disaster risk reduction or disaster response
purposes, they have been effectively used by citizens as a means for empowerment in crisis
situations. Disaster managers and authorities can then go along with citizens using these tools
also as they have been revealed efficient to respond to the crisis. Knowing the cultural
technological habits of the communities will enable a more efficient communication during all
phases of the disaster. This includes devices, social media, apps, and communications norms
(language, humour, gifs, memes, emojis, videos etc.).

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 653748.

61/79

Using pre-existing tools that are enshrined in the daily routine of the local community does not
prevent disaster managers or authorities from developing specific tools dedicated to disasters.
This is especially true knowing that most of the tools mentioned above belong to private
companies whose interest may prevail over others and authorities cannot and should not
delegate all responsibility to the private sector. When designing disaster related technological
tools, disaster managers, NGOs or political authorities must keep in mind to have a user-centred
design and to cooperate with key stakeholders. Potential users’ expectations must be assessed.
For instance, after Nepal earthquake EMSC sent a questionnaire to LastQuake users to identify
their additional needs and then developed a safety check feature along with safety tips
(CARISMAND D3.3a). As stated previously, cultural factors are impacting both the population’s
need and previous use, the expectations assessment must then concern both what kind of needs
must be met and on what device or platform they must be met. For instance, a gender-sensitive
approach needs to be adopted as women were found to have specific needs and technology use
(Schwartz et al. 2013; IFRC & RCS 2010; WWW Foundation 2015). The same is true for age
variation as in many cultures (and especially in Asia) children and youths have been found to have
significant roles in disaster management as organizers of entertainment, businesses and
communication (Thompstone et al. 2007). Moreover, children were found to play a significant
role in their parents’ technology education, especially in families with lower socioeconomic
status, more fluid parent–child interactions (Correa 2014). Based on this cultural assessment,
technological tools for disaster management should be designed so that they are understandable
for hand-users. This implies to pay special attention to languages, to use visual communication
when possible, as well as simple messages. Online communication must also use the online
community codes. In all ways, developing tools implies that they are accessible, both
economically and technically. It is thus important to develop tools that work with all kind of
devices so that users (both citizens and disaster managers) don’t need to get new and expensive
devices (Bachmann et al. 2015). This is also why disaster related apps should be free.

2.1.2.
Preparedness as Key Stage to Enhance Technology
Adoption
In order to encourage large-scale adoption of best practices, preparedness phase has seemed
crucial. During this phase, use can be managed and a specific education on how to use technology
in time of crisis can be made. For instance, tips about having an additional phone battery can be
given. Best practices from other crises can also be related and discussed so that they are adapted.
For instance, because the media related the French example of #OpenDoor it has also been used
spontaneously in Belgium and Germany. In all cases, in order to be used, the tools must be known
prior to the crisis and identified as trustworthy. The counter-example here may be the SAIP
application that failed several times, leading to a large number of uninstallations, and a decrease
in the efficiency of this alert system.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 653748.

62/79

2.1.3.

Importance of REX

Finally, in order to keep on identifying best practices and get data on how to adapt them to other
cultures, it is important to monitor the use of these tools. Indeed, as stated by Petersen (2014),
“the advanced ability to collect and process data provides many opportunities to improve
capabilities to predict, prepare for and respond to disasters”. All kind of data can be collected to
monitor the efficiency of technology, as long as users’ privacy is respected. For instance, one can
monitor the number of views for a tweet, or the number of launches of an app at a certain time.
However, data is not the solution in itself and must be collected in an issue-solving approach.
REX process can also be a good opportunity to share experience with other disaster managers, at
various geographical level or in other disaster field. Good practice can then be developed and
adapted in other socio-cultural contexts. For instance, non-sensible data and codes can then be
shared on open-source platforms such as Github as was the case for CaribeWave.

2.1.4.

The Ecosystem Approach

One of the main finding from this literature and best practice review is that disaster related
technology should be considered as part of an ecosystem. Cell Broadcast, VR or apps should not
be considered as autonomous tools but on the contrary as part as of an ensemble formed by the
different stakeholders, the other technologies, various key infrastructures and social norms and
values which shape both adoption and use. On the one hand, in this ecosystem, one technology
can have different use related to disaster management. Indeed, smartphones can be used to send
alerts, collect information from eyewitnesses or call emergency services. Drones are tested in
many situations and can help monitor water usage and infrastructure, map assets and population
at risk from disasters, and also help authorities and responders assess post-disaster damages in
areas difficult to access otherwise (IFRC 2016; Meier 2015). On the other hand, one technology
can also work in a more efficient way if it is integrated in this technological ecosystem. For
instance, crisis mapping tools work with satellite imagery to provide the data and social media to
recruit and gather volunteers to process the data. Moreover, EMSC’s smartphone app,
LastQuake, works efficiently thanks to the website (which provides general information, inspires
trust and refers to the app) and to EMSC accounts on social media (which provides visibility,
timely information and strengthen trust). For instance, five minutes after a 5.3 earthquake in
Central Italy in January 2018, EMSC had reached 671 users with the app, 871 via the classic
website, and over 1 246 via the mobile website. Only 25 minutes later this data went up to 2 131
for the app, 5 653 for the classic website and 11 653 via LastQuake. This shows the importance
of a multichannel approach to get the better of the ecosystem and reach a maximum of people
in the affected area. This positive feedback loop is explained more in depth in CARISMAND D3.3a.
Finally, during a disaster people can use a variety of tools to meet the same needs. For instance,
in the aftermath of Superstorm Sandy in 2012, people used a variety of communication means.
77% used cell phones, 73% in person communications and 41% used landline phones. Electronic
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communication was also used as 33% used emails, 31% reported using Facebook, and 7%
reported using Twitter”(Tompson et al. 2013).
The ecosystem approach enables to set up a more efficient multichannel crisis management,
which is not only about communication but also about preparedness, alerts and recovery.
Analysing the technological ecosystem before the crisis helps to understand which community or
cultural group can be reached by what means, at what moment and to meet which need. For
instance, it requires considering both social and traditional media. It can also help to target more
precisely volunteers or potential donors after a disaster. For instance, analysing that American
were using SMS a lot after Haiti earthquake helped determine that mobile donation would be
successful (see Section 1.3 “Recovery” above). Such analyses also enable EMSC to target which
users potentially need to reassure their relatives about their safety after a potentially damaging
earthquake.
Considering this ecosystem also invites the question of the role of various stakeholders. First of
all, one must ensure that all citizens are included in it, especially regarding alerts and information.
This is partly why multichannel communication is crucial and an alert system cannot rely
exclusively on mobile apps. The inequality of access to technology must always be considered.
Secondly, the ecosystem approach underlines that cooperation between all is required. Best
practices showed that large tech companies as well as smaller ones and associations, NGOs,
citizens, hackers, and also governments have put high interest in technologies for disaster related
purposes and taken concrete actions. When promoting some best practices, it can be interesting
and efficient to rely on social media influencer or famous personalities who have a large and
attentive audience. For instance, Sylvain Lapoix relied on several YouTube VIPs to give some
visibility to the #PorteOuverte. This is in line with the “neighbourhood approach” developed by
Solis et al. (1997) who recommended that relief workers rely on traditional sources of support
(neighbourhood, influential people89, local churches,…). However, organising the different
stakeholders remains one of the most prominent challenges to overcome.

2.2. Challenges to Improve Technology Use during
All Phases of the Disaster Management
In the field of disaster management, initiatives and innovation are numerous with a structural
issue of multiple players and with very-much a start-up mentality. This has led to a myriad of tools
being developed but not necessarily used by hand-users or being under used. Attention will have
to be paid by public authorities and disaster managers to overlapping and duplication of efforts.
Moreover, the business and governance models remain to be defined, including the incentives
(humanitarian vs. commercial) for the tech companies or communication operators. Studying
89

The importance of influential people was previously mentionned in D3.1 with the case of the American humorist Hellen de
Generes’ tweet about earthquake preparedness..
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choice-overload for Health app, van Velsen, Beaujean, & van Gemert-Pijnen (2013) made some
recommendation for scaling-up in a sustainable way by developing an organised eco-system:
“One, join the open source movement, so that a few apps can work as gateway to medical
information by incorporating information from different sources. Two, standardize content, so
that the information provided via apps is readable. And third, in order to prevent information
overload from occurring within an app, content should be personalized towards an individual's
characteristics and context.” This does not only hold true for Health apps but also for apps
overload in general. Coordination of all actors remains a challenge to overcome in a global
economy. One solution could also consist in actively promoting the most efficient tools and
establish partnerships. The socio-economical model for tech innovations in the field of disaster
management is still to be invented.
A second issue to further research is the role of individuals in best practice initiatives. One cannot
prevent individuals from taking actions during a disaster, especially because neighbours for
instance are the first responders and they usually have a positive impact on the response.
However, with social media these initiatives can lead to social pressures that may be hard to
handle. For instance, during their interviews both Sylvain Lapoix and The EarthQuake Guy
reported that after their first action (respectively the #PorteOuverte and information related to
a specific earthquake on Reddit) they received high solicitations to take similar actions for other
disasters. Indeed, Sylvain Lapoix was asked to launch the #PorteOuverte for Brussels, Nice, Berlin
and even Orlando attacks, and The EarthQuake Guy is constantly asked to provide timely
information about earthquakes. Their actions, perceived as an efficient best practice by their
respective online community created high expectations. From anonymous amateur users, they
became considered as experts (Flichy 2010). Whether they want it or not, they are now
considered as influencers during disasters and they have to live with the associated social
pressure. They both reported that this had consequences on their personal life. In other cases,
this can have psychological consequences as well, such as for a 14-year-old girl who took an active
part during Paris attacks in order to help find people and survivors from the Bataclan. Of course,
this can also be handled well, like Patrick Meier who first became a humanitarian because he was
looking for information about his missing wife who was in Haiti after the earthquake. Because
technologies enable individuals to take positive actions during disasters they should be advised
on how to deal with the consequences of their actions, especially in terms of the expectations
within the community that it created. Disaster managers who have the training that these
individuals lack could play a role in helping them when necessary.
Moreover, the citizens’ empowerment leads to initiatives that cannot (and should not) all be
controlled by the authorities. For instance, predicting which hashtag will become viral after a
disaster and thus gather crucial information is not easy. Even though it has become clear that
influencers and algorithms are key in that process, viral spreading of information and contents
on the web is still not completely understood and predictable (Goel et al. 2015). Disaster
managers and authorities cannot control these practices but they can assist citizens in their
initiatives and in their use of these tools. For instance, they can support disaster related hashtags
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to make them go viral in a faster way, thus increasing their efficiency in collecting data or in
helping with emotional relief.
Finally, findings from this best practice monitoring confirms that the challenge regarding ethics,
privacy and security when dealing with digital tools for disaster related purposes is yet to be
overcome. With social media, apps, crisis mapping, drones and the increasing use of metadata,
the amount of data that can be collected and processed is vertiginous. However, the IFRC
reported that this data is usually collected based on major underestimations of the privacy and
legal implications and often shared illegally without user consent. They also state that the
governance of emergency powers over digital systems remains poorly defined and badly
regulated. The report takes the example of the growing calls for mobile network operators to
openly share their database, whereas no sufficient understanding of how to safely handle this
data has been reached, especially in a vulnerable context (IFRC 2016). Thus, McDonald (2016)
described the Ebola crisis as a ‘big data disaster’ because of the highly experimental approach.
She points out the lack of consideration of basic human rights and humanitarian law. Only the
critical information must be collected to avoid harm. A study lead by Adhikari et al. (2014) also
showed that security and privacy issues can lead to great turnover in apps use. Moreover, realtime data needs to be carefully validated to avoid real-time mistakes. Ethics in humanitarian
innovation is a serious issue (Blunt, 2015). Preventing the abuse of data will require clear and
agreed-to protocols on data collection, storage and use. The legal frame is further explored under
CARISMAND WP6 “Citizens Rights” work.
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Conclusions
The enthusiasm surrounding technology innovations for disaster management is undeniable.
Citizens, large tech companies, emergency services, disaster managers and even to a certain
extent authorities have engaged in the adoption and use of technologies for crisis purposes. With
the democratisation of smartphone and social media use (at least in Europe), the rise of drones
and the emergence of VR, technologies have contributed to improve disaster preparedness
mitigation, response and recovery. The IFRC even assume that “by 2025, technology will be an
integral component of our ability to understand, respond to and potentially prevent disasters
from happening” (IFRC 2016).
The identification of best practices demonstrated that technologies are efficiently used during all
phases of the disaster management cycle. Great tools are developed to make preparedness more
attractive and funnier. Innovations linked to mapping also contribute to engage the citizens in the
mitigation process. Preparedness is also the phase during which technology education can be
made in order for citizens to know how to use their devices and social media in time of crisis.
Citizens were found to learn a lot from good practices drawn from similar cultures. Safety tips are
also provided through different formats on different platforms in order to reach a large fringe of
the population, and to adapt to each cultural technological use (apps, social media, classical
website, etc.).
During the response phase, citizens mostly use the tools they are familiar with, which is why large
tech companies play an important role as they gather large communities and have the power to
organize them. Facebook, Google, Waze or Airbnb are thus engaging in the disaster response,
adapting their tools and developing new features to better meet the needs of their communities
of users. As companies, their commitments serve both business and humanitarian purposes,
which is not neutral and should be considered and further studied. A wide range of needs can be
met during the response phase through digital tools, from early detection and alerts to
information and emotional needs. Technologies can also ease organizing and communicating
about the ongoing situation, shelter, essential goods provisioning or evacuations.
Finally, during the recovery phase, technologies were found to facilitate and increase donations,
but also to make cash transfer more efficient. Data issued from digital tools can also help better
understand how the crisis was handled, identify best practices and improve them for future
events.
Some of these best practices have already been implemented by EMSC. Indeed, through a survey
LastQuake users’ needs have been identified and responded too through two features: a safety
check and safety tips provided to all users but also specifically to those in damaged areas. Visual
communication has been used to be understood by users from different areas of the globe, with
different languages and culture. Moreover, the ecosystem approach is at the core of EMSC early
detection system, thanks to its various platforms and social media communication. A continuous
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REX process will enable EMSC to improve these new features and the general system. The
development and implementation of these best practices have been developed in CARISMAND
D3.3a. The final report (D3.3b) will present the conclusions drawn from the monitoring system
and REX process. It will provide a grounded insight of how technologies can contribute to disaster
management that respects and uses cultural differences.
Through this study of good and emerging practices in technology use during disaster, the best
ones appeared to be those which adapt best to the context and cultural dimension of the disaster.
Technological tools enable a timely two-ways communication and coordination between all
stakeholders which is of tremendous value. During all phases and for all types of disasters these
tools appeared to be an efficient means to get a culturally sensitive approach to disaster
management. They enable to disseminate various messages in line with communities’
expectations, on devices effectively used by the targeted citizens.
A myriad of tools already exists and the challenge is now to build an ecosystem gathering the
more efficient ones and the various stakeholders. Digital tools cannot be considered for
themselves, local and social contexts and dynamics need to be taken into account for a more
efficient adoption and use of these tools and in general, a more efficient crisis management. This
will for instance mean to reconsider mobile apps as it finally appears that they are not always the
solution. An app must offer an added-value to its users and should not force the user to change
habits by fitting in naturally with preexisting user behavior. Some of them have indeed been
found useful for preparedness and alerts (Red Cross apps), to detect disasters (LastQuake), to be
able to communicate during a crisis (Firechat) or to evacuate and find a shelter (Waze and Airbnb).
However, if they are not perceived as useful on a regular basis, people will uninstall them and
maybe will not even download them in the first place. They are a great way to warn people who
are willing to do so, but they cannot be the only way for authorities or official institutes to alert
the population. Technologies are actually a great opportunity to include citizens in this ecosystem
and to empower them for a more efficient disaster management. This requires a precise and
systematic assessment of their needs and of their technological culture. Population education
must also include best practices that could give examples of how to best use technologies in case
of disasters.
The emergence of this new ecosystem finally recalls the thought of Lagadec stating that: “our
current visions, organisations and tools were designed for relatively simple, linear, stable worlds.
Today’s world is unstable, subject to brutal crystallisations and effervescent recombination. Social
networks, which combine instantaneity, collaboration, plasticity and power, are in tune with the
wilder world that conventional frames and codes are finding increasingly difficult to understand
and deal with”90. Despite the best and emerging practices, the technological tools force us to
question the socio-economical model of the technologies innovations for disaster management,
with more and more open-source software for instance, to reconsider the role of each

90 http://www.crisis-response.com/comment/blogpost.php?post=329
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stakeholder, to better integrate the active citizens and hackers, and also to overcome the
challenge of ethics and legal frameworks.
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